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ABSTRACT
LASeRfAULTrnjeCTIOn rn mregRAled CIR::UI1S IS ApoweRfULrnfORlllATIOn
reAkAge 1echnrque due 'ID 115 hIgh pReCISIOn, TImmg ACCURACY And
RepeA'IAbIII1Y. Coun1eRllleASUReS 'ID '!hese ATIAcks hAve been sIDd
led eX1enSIVeIY. Howeve~ wI'!h mosTcURR2nTdeslgn flows, SeCURl1Y
1eS15 AgAInsT'!hese ATIAcks CAn OnLY be ReAlIzed Af1eR chrp fAbRICA
TIon. Res1ARIIllg '!he compre1e SIIIcon desIgn cYcre rn ordeR10 AddR2ss
'!hese vumeIWJIIITIeS IS '!hus bo'!h TIme-consummg And COS1LY. To
oveRCome '!hese rrmI1ATIOnS, '!hIS pApeR pROposes An open-soURCe
benchmAItz SUIle 'IhATAIIOws ChIp desIgneRS 'ID SllllUIA1e IASeRATIl'ICks,
And evAIIJA1e '!he SeCURl1Y of '!hem desIgns, bo'!h hArdwAR2-bASed And
sof1WAR2-bASed, AgAIllSTIASeRfAULTrnjeCTIOn eARLY on dURIng desIgn
TIme. The pROposed benchmARk SUI1e conSIS15 of A 'IDOL '!hATAU'ID
mATICAllY m1egRA1eS hArdwAR2-bASed SpATIAl, 1empoRALAnd hybRId
redundAncy lechnlques rn'ID AlARgeTdeslgn. WI'!h '!he 100rs used rn
'!hIS woRk, we demons1RA1e how '!he ATIAcks CAn be SImUIA1ed on A
VeRIlOg SllllUIA'ID~ And RIm on An FPGA wI'!h AdeSIgn eqUIpped wI'!h
hARdwAR2-bASed redundAncy 1echnlques wI'!hoUTmAnUALmodrficA
TIons. ThIS woRk conSIS15 offoURATIAcks, And fOUR hArdwAre-bASed
R2dundAncY lechnlques. The ATIAcks And defenses 'IDge'!heR'IhAT'!he
benchmARk SUI1e pROVIdes WIILAU'IDmA1e '!he enTIRe eARLY deSIgn
evAIIJATIOn flow AgAInSTIASeR fAULTmjeCTIOn ATIACks.
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1 INTRODUCTION
PhYSICALATIAcks Are rncR2ASrngLY becomrng AmAjoR '!hR2ATdue 'ID An
exponenTIALrnCreASe rn co=ecled deVIces rn '!he In1eRIleTofThrngs
eRA, wheRe ATIAckeRS CAn ReAdILY gAIn phYSICAL Access 'ID deVIces.
PhYSICALATIACks AR2 CAlegoRIzed AS ACTIVe And pASSIVe ATIACks [24].
ACTIVe ATIl'ICks, AISO CAIled fAUlT ATIAcks, UTIrrze eqUIpmenT'ID geneR
Ale, fORexAillpre, ClOck gmches, erec1IDmAgneTIc oRIASeRIRRAdIATIon

PeRmISSIOn 10 mAke dIgrlALORhARl copIes of pARrORAILoflllls woRk fOR peffiOnAL OR
clASsroom use IS gRAn1ed wI1homfee provIded IDATcopIes Ale nOT mAde ORdISlRIbu1ed
fORpIDfiToRCOmmeR:IALAdVAnlAge And IDATcopIes beARIDIs nollce And IDe fUILCI1AlIOn
on IDe fiffiTpAge. COpYl.gh1S fOR IDIId-pARIY componen1S of IDIS woRk musTbe honoled.
FORAILOIDeR uses, COn'D\CTIDe owneR/Au1ho~s).
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10 rn1IDduce fAUL15 rn'ID AlARgeTSYSlem, WhIch reAd 'ID fAUL1Y SYS1em
behAVIOR ConfidenTIALmfoRIllATIon CAn be re1RIeved by compARIng
fAUL1Y And CORR2CTOUlpU1S. PASSIVe ATIAcks, AISO CAIled SIde-chAnneL
ATIAcks, obseRVe ereC1RICAL pROpeRTIeS of A 1ARgeT SYS1em such AS
poweR consumpTIon And erec1IDmAgneTIc emISSIOns, And deduce
confidenTIALmfoRIllATIon fROm '!hese chAnners' VARIATIons.

LASeRfAULTrnjeCTIOn IS one of '!he mosTpoweRfUL'IDors fORgeneRAT
rng ACTIVe ATIAcks. ThIS IS due 10 liS hIgh pR2cIsIOn, TImrng ACCURACY
And R2peA'IAbrrI1Y [11] [29]. CRYp'IDgRAphIC AIgORI1hms pooved 'ID be
mA'!hemATICAllY secUR2, such AS AES, CAn reAk secreTkeYs rn '!he PR2S
ence of IASeR IRRAdIATIon, WhICh AIIOWS '!he ATIAckeRS 'ID hAve Access
'ID confidenTIALmfoRIllATIon, by, fOR eXAmpre, skrppmg An mS1RUC
TIon ORdIR2ClIY rnjecTIllg fAUL15 rn'ID rn1eRllledIAle dA1A [10] [32] [33].
NeURALne1WoRks, mcreASmgLY used m sAfe1Y-cRITICALApprrCATIOnS,
RImnmg on An embedded SYS1em hAve AISO been shown 'ID be YUI7

neRAbre 'ID IASeRATIACks, reAdmg 'ID mcoRR2cTpR2dICTIOnS when '!he
SYS1em IS bemg ATIACked [9].

CreARLY, '!heR2 IS Aneed 10 AVeRIIASeRfAUlTrnjeCTIOn ATIAcks. How
eve~ chrp deSIgneRS 1YPICAllY hAve 10 fiRSTfinAIrze And '!hen fAbRICAle
'!heIR deSIgns befoR2 '!hey CAn 1eST'!hem AgAIllSTIASeRfAULTrnjeCTIOn
ATIAcks. If vumeRAbIIITIeS ARe found dURIng pOS'F-fAbRICATIOn 1eS'F
mg, '!he chrp deSIgneRS mevI'IAbLY hAve 'ID Redo '!he enTIre deSIgn.
These S1epS, foom RTL deSIgn 'ID ACIDALchlp fAbRICATIOn, AR2 nOTOnLY
COSlIY, bUTAISO TIme-consumrng. Hence, 1RAdmollALpOST-fAbRICATIOn
seCURI1Y eVAIIJATIOn OCCURS 'IDO IA1e m '!he deSIgn flow [25]. Chrp
1esTIng fOR SeCURl1Y AISO mVOlVes expensIve, hIghLY SOphISTICA1ed
eqUIpmenTfOR geneRATIng IASeRfAULTATIAcks, And ReqUIres skIrred
1echnrcIAIls 10 OpeRAle, And depAckAge '!he ChIp 10 be Abre 10 geneR
A1e '!he ATIACks [11]. Ins '!hus IIllpRACTICAL'ID eVAIIJA1e ChIp SeCURl1Y
AgAInSTIASeRfAULTmjeCTIOn ATIAcks OnLY AfleRfAbRlCATIOn. A fRAme
woRk '!hATAIIOWS CIRCUITdeSIgneRS 'ID evAIIJA1e '!heIR deSIgns eARLY
on m '!he deSIgn flow IS CRITICAllY needed.

In '!hIS pApe~ we poopose '!he LASeRfAULTATIAck BenchmAItz SUIle
(LABS), An open-soUR:e 100L'IhATAIIOws CIR::UITdeslgneRS 'ID eVAIIJAle
'!heIR deSIgn AT'!he eARlY RTL s'IAge And on An FPGA AgAIllsTphYSICAL
IASeRATIAcks. LABS IS compRIsed of AIASeRATIAcks benchmAItz SUIle
'IhATAImS 'ID ACCereRAle SeCURl1Y lesTIng AgAInSTIASeR fAULTmjeCTIOn
by enAbrrng CIRCUITdeSIgneRS 'ID mjeCTfAUL15 usmg pROVIded fAULT
moders 'ID veRIfY '!heIR ChIpS, And evAIIJA1e '!heIR pR01eCTIOn mech
AnISmS, bo'!h hArdwAR2-bASed And sof1WAR2-bASed, eARLY on m '!he
deSIgn flow. IT AIms 'ID be mdependenTof '!he speCIfic hARdWARe
deSCRIpTIon IAIlguAges used 'ID ImpremenT'!he deSIgn, And IS '!hus
R2AlIzed fleXIbLY m Chrffre [18] bASed on FIRRTL [20], WhICh IS An
open-soUR:e hARdwAR2 rn1eRllledIA1e R2pR2Sen1ATIOn. Any hARdwAR2
deSIgn IAIlguAges '!hATCAn be conveRIed 'ID FIRRTL AR2 compATIbre
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wIlh LABS!. The ATlACks CAll be Rilll on AVeRIlOg SImUlAIDRAlld/OR
All FPGA wIlhoUTlllAIlUALdeslgn modIficATIOns.

LABS AISO conSlS1S of All AU1OmA1ed me1hodorogy ID In1egRA1e
fAULTIDreRAIlTS1RUCTIJReS InID 1he specIfic pARTof1he desIgn 1hAT
needs ID be pR01ec1ed, AS defined by 1he lwdwAI€-bASed fAULTIDreR
AllT1echnrques. SImlIAR ID IDdAy'S complreRS, WhICh CAll AU1OmATI
CAILY Add SOf1WARe-bASed fAULTIDreRAIlT1echnrques ID 1ARgeTcode
ID de1eCTAlld R2coveRfrom eRroRS [15], LABS, R2AIIzed AS complreR
pASses m 1he FIRRTL hARdwAR2 complreRfRAIllework, CAll AU1OmATI
CAILY m1egRA1e lwdwAR2-bASed fAULTIDreRAIlT1echnlques mID 1he Cffi
CUITdeslgn, helpIng cm::UITdeslgneRS evAIIJA1e 1hem desIgn defense
AgAInsTphYSICALATIAcks R2AdILY wI1hoUTmAllUALmodIficATIOns.

Toge1he~ LABS geneRA1eS phYSICALIASeRATIAcks, Alld AU1OmA1eS
1he deplOYIng ofhARdwAR2-bASed fAULTIDreRAIlCe defenses InID 1he
desIgn, 1hus AU10mATIng 1he enTIRe eARLY desIgn eVAIIJATIOn flow
AgAInSTIASeRfAULTInjeCTIOn ATlACks. To 1he besTof oURknowredge,
1heR2 eXlS1S no pRIOR IASeR fAULT ATlACk benchmARk SUI1e.

As All I=S1RATIOn of 1he po1enTIAL use scenARIOS of LABS, we
pR2senTcASe swdles of ATIAcks on SOf1WAI€-Impremen1ed AES Alld
neURALne1WoRks Rilllnrng on 1he RockeTCORe [2] Impremen1ed In
ChIsel, All AES AccereRAIDR [34] Impremen1ed In VeRIlOg, Alld de
fenses on 1he AES ACCereRAIDRIn 1he expemmen1ALres= seCTIon.

2 MOTIVATION
LASeRfAULTInjeCTIOn ATIAcks ReLY on pARASITIC CURRen1S geneRA1ed
by IASeRsho1S [21] IDATproduce undesIred 1RATlSlenTvoTIAge, pROp
AgATIng 1hROugh 1he lOgIC WhICh CAll po1enTIAILY InveRTbI1S AT1he
InpU1S of RegIS1eRS [40]. In TAbre 1, we OUTIIne 1he chARAc1eRISTICS
of 1he 1hree bASIC revelS of IASeR fAULTInjeCTIOn ATlAck SImUlATIOn
1echnrques.

A IASeRATIJ'lCk AT1he Physical level IS All ACTIVe fAULTmjeCTIOn 1ech
nrque 1hATuses specIAIIzed IASeRpRObes ID Induce hIgh-pReCISIOn
fAUL1S. Howeve~ A phYSICAL IASeR fAULT InjeCTIon ATIAck IS A com
prex Alld COS1LY pROcess. FIRS'!; 1he chIp hAS ID be decApped, hAve
1he pASSIVATIOn IAYeRRemoved, Alld 1he ShIeldIng needs ID be cm
cumven1ed USIng TIme consumIng Alld rAboRIn1enSIVe ChemICAL OR
mechA!1IcALdecApsUlATIOnS [11,38], RIskmg 1he chIp ID be dAIlrAged
In 1he process. To AchIeve reAIISTIC ACCURACY, ITreqUIres expensIVe
IASeRequrpmenT1hATCAll mA1Ch 1he 1eChnolOgY of1he processIng
ChIp. Whlre eAch IASeRprobmg OnLY 'lAkes Afew mmU1eS ID peRform,
1hls 1echnlque IS OnLY AVAIrAbre Af1eR 1he ChIp IS fAbRICA1ed. IT1here
fore mAkes ITdrfficUITlf nOTInfeASlbre ID upgRAde 1he CIR::UITundeR
1eSTwI1h 1he neCeSSARY COUn1eRmeASUR2S (ID 1ACkre 1he vumeRAbre
pARIS found) AS ITwourd hAve ID go 1hROUgh 1he COS1LY deSIgn Alld
fAbRICATIOn pROcess IDAT'lAkes mon1hs ID compre1e.

AT1he Electrical level, Adoubre exponenTIAL CURRenT SOURCe CAll
modeL1he fiRSTomeRof AIASeR shoT [26]. WI1h 1he CURRenTsouoces
Added ID 1he nelIIS1S of ceIIS IIIIJllllnA1ed by 1he IASe~ All ereC1RICAI7
reveL SImUlATIOn IDAT'lAkes mID ACcounT1he effec1S of AIASeRATIAck
CAll be peRformed [41]. To ImpROve SImUlATIOn peRfoRmAnce, new
mULTI-reVeL 1echnrques pROpose hybRId SOIDlIons IDATSlmUlA1e In
de1AILOnLY specIfic CIR:UITblOCks IDATAI€ Affec1ed by 1he IASeR(see
SeCTIon 8). Howeve~ AfASTmurn-reveLereC1RICAL SImUlATIOn reqUIres
gA1e-reVeLSImUlATIOn ID SllllUlA1e 1he R2sTof1he deSIgn. Thrs R2duces

lyoSYS [44], used In OUR Ine1hodolOgY, SuppORlS VeRIlOg And SYS1EmVeRIlOg hARdwAI€
InplIT1Ypes And geneRA1Es FIRRTI.

Table 1: Laser Fault Attack Simulation Techniques.

Simulation Physical Electrical Logical (LABS)
Speed SlOW SlOW FAST
FAUErModeL ReAIIsTIc CumenTSouoce UseR-defined
COST HIgh Medrum None
AvAIIAbnrIY FAbRICATIOn LAYOUT Souoce-code
TechnOlOgy DependenT IndependenT IndependenT
RIsk of DAmAge Yes No No

1he peRfoRmAnce of 1he SImUlATIOn Alld InCReASeS 1he ID1AL1eSTIng
cYcre of A CIRCUIT desIgn AgAInSTIASeRATIAcks. MORe Imp0R1l\.I11LY,
ereC1RICAI7IeVeLSImUlATIOn OnLY SImUlA1eS 1he effec1S of AIASeRATIJ'lCk
on AspecIfic CIR:UITblOck. ITCAllnOTprovlde InSIghTAS ID whAT1he
effec1S of 1he ATlAck WIIL be on execUTIng 1he AppliCATIOn IDATWe
AIm ID pro1eC'I CURRenTS1A1e-of-1he-ARTereC1RICALreVeLSImUlATIOnS
R2qUIR2 pROpRIe1ARY IDOlS (I.e. CAdence VOLws™ [13] Alld CAdence
Spec1R2 XPS [12]) ID peRform, InCreASIng 1he cOSTof SImUlATIOn.

LoweR-reveL1echnlques provIde mOR2 R2AIISTIC ACCURACY m 1eRmS
of SImUlATIOn ReSUL1S AS 1hey 'lAke InID AccounTbo1h 1he IAYOUTof
1he CIRCUITAlld 1he pARAme1eRS of 1he IASeR (I.e. wAvereng1h, SpOT
SIze, purse wld1h, eneRgY, pOSITIon Alld dURATIOn). Howeve~ Logical
level fAULTmodernng of AIASeR fAULT InjeCTIon ATIAck AIIOWS fOR fAST
SImUlATIOn of serec1ed lOgIC In AIARgeR SYS1em ATAll eARIY s'IAge of
1he deSIgn process IDAT'lAkes mID ACcounT1he AppliCATIOn we AIm ID
pro1eC'I LABS provIdes lOW-COSTAlld fASTSeCURI1Y vAIIdATIon of ChIp
deSIgns Alld hARdwAI€-bASed fAUIT-IDreRAIlTm1egRATIOn IDOL AILIDOlS
pROposed In 1hIS work AI€ open-souoce, whlre 1he fleXlbrn1Y of 1he
fRAIllewoRk AIIOWS 1he useR ID ImpremenTAlld In1egRA1e 1hem own
ATIAck modelS Alld coun1eRmeASUR2S. In AddITIon, 1hls me1hodorogy
IS 1echnolOgY mdependen'!; AS ITIS Impremen1ed m hlgh-reveLsouoce
code, Alld does nOTR2qUIR2 pRIOR fAbRICATIOn of1he ChIp ORbACk-end
geneRATIOn of 1he deSIgn IAyoUT1ARge1ed ID AspecIfic process.

3 LASER FAULT INJECTION AND
MITIGATION METHODOLOGY

Automated Hardware Fault Injection
&

Automated Hardware-Based Fault
Tolerant Integration

IDefense! II Defense2 II Defense) I

RTL Simulation or FPGA Emulation

Automated Analysis

~~~~

Result

Figure 1: Overview of LABS. The light blue boxes show the
three key parts of LABS consisting of automated hardware
fault injection, hardware-based fault tolerant integration
and analysis.



Table 2: Attacks in the benchmark suite.

4 LASER FAULT ATTACK BENCHMARKS
FIgUR2 2A shows '!he flow of '!he FIRRTL hARdwAR2 compIreRfRAme
woRk IDATIS used In '!hIS woRk. FIR>1; A'IARgeTdesIgn Impremen1ed
In VeRIlOg OR ChIseL IS conveR1ed 10 FIRRTL USIng YOSYS [44], OR
'!he ChISeLfROn1end R2speCTIVeLY. N01e IDATo'!heRhARdWAie deSIgn
IAIIguAges IDATCAII be convemed 10 FIRRTL CAlI AISO be used. Then,
'!he compIreR pASses geneRA1e fAUITCOn1IDIIeR> used 10 con1ROLfAULT
mjeClOR>, A1Id mseRIS ITlO IDe ~eTdesIgn. Nex1; fAUITmjeClOR> Ale

geneRA1ed, connec1ed 10 AIL'IARgeTcomponenl5, A1Id connec1ed 10
IDe fAUITCOn1ROIIeR>. The VeRIlOg RTL 1esTdesIgn IS '!hen geneRA1ed
fROm IDe modIfied FIRRTL fire.

Interaction
Phase

~
Testbench.v

(b) LABS's simulation and
analysis flow.

Figure 2: The end-to-end LABS methodology.
To use LABS, '!he useR fiRST InSeRIS A'IARgeTdesIgn WI'!h A con

figURATIOn. The deSIgn CAlI be ApROcesso~ WhICh WIILbe RImnrng
ASOf1WAR2 AppliCATIOn, OR AhARdWARe AccereRAlOR The configURA
TIon mdrcA1eS which componenTwIILbe ATD\Cked, A1IdJoRhArdWAIe
bASed RedundAIIcY 1echnrque IDATWIIL be In1egRA1ed InlO A'IARgeT
componenTIn JSON fire fORIllATshown In LISTIng 1. TheR2Af1e~ '!he
fRAmewoRk geneRA1eS ASYnIDesIzAbIe RTL 1esTdesIgn bASed on IDe
configURATIOn, WhICh CAlI be RIm usmg RTL SrmUIATIOn oRFPGA em
UIATIOn. The OUIpUlS of '!he 1esTdesIgn Ale IDen fed 10 '!he AIIAIYSIS
componem; WhICh RImS AlI ATD\Ck descRIbed In '!he neXTSeCTIOn.
[{"elass":"ehiffre.passes.FaultInjeetionAnnotation", (a)

"target":"aes.aes_eneipher_bloek. bloek_w3_reg",
"id":"main" ,
"injeetor":"ehiffre.injeet.FaultInjeetor" },

{"elass":"ehiffre.passes.SeanChainAnnotation", (b)
"target":"aes. FaultController.sean",
"etrl":"master" ,
"dir": "scan",
"id":"main" },

{" class": "labs. passes. Faul tCont rollerAnnotat ion" , (c)
"target":"aes.aes_eneipher_bloek. round_etr_reg",
" da ta _ ta r get" : " h_a" ,
"max_number_of_fires": 1,
"targeLbits": [1] },

{" class" : " labs. passes. Fau I tT ole ran tTM RAn nota t ion" , (d)
"target":"aes.aes_eneipher_bloek.None"}]

Listing 1: An example of the JSON configuration used by
the framework. It consists of four entries: (a) Component
to be attacked and its fault fault injector, (b) Fault controller
name, (c) Configuration of fault controller, and (d) Insertion
of fault-tolerant structures to a target component.

(a) LABS's automated hardware fault injec
tion and hardware-based fault-tolerant inte
gration flow.

Application Target Description

AES ProcessoR Skip IDe lAST
round Addroundkey [10]

AES ProcessoR InjecTone-bITfAuLf
ACCeIeRAIDR mID mpUTofIDe lASTround [19]

RSA-CRT ProcessoR InjecTfAuL1S mID one Of1WO
pARlS of sIgnA1UJe [8]

NeuRALNe1WoRk ProcessoR SkIp ACOmpU1AlIOn of
IDe AClIVAlIOn funclIons [9]

The OVeRVIeW of '!he flow of '!he LABS fRAmewoRk compRIsIng
'!he benchmAIk sune A1Id ASSOCIA1ed lOorchAm IS shown In FIgUR2 1.
The fRAmewoRk SuppORIS bo'!h pROCeSSOR> A1Id AccereRAlORS, A1Id
'!hus CAlI be used 10 1esTbo'!h sof'IWAR2-bASed A1Id hARdwAR2-bASed
AppliCATIOnS A1Id COUlI1eRIlleASUR2S. TAbre 2 IISl5 IDe ATD\Cks coveR2d
In OURbenchmARk SUI1e, AES, RSA-CRT A1Id NeURAINe'IWoRkS. AES
IS A symme1RIC blOck crphe~ s1AIldARdIzed by NIST [28], IDAThAS
become '!he glObAl S1AIldArd fOR dA1A enCRYpTIOn. RSA-CRT IS A
fASTVeR>ron of '!he ORIgInAlRSA AIgORI'Ihm, WhIch IS AWIdeLY used
pUbliC key AIgoRI'!hm, bASed on '!he ChInese RemAIndeR TheoR2m.
Deep reARlIng hAS been WIdeLY deplOYed In brome1RIcs AppliCATIOnS
such AS fAce A1Id VOIce R2cognITIOn, A1Id sAfe1Y-cRITICALAppIiCATIOnS
such AS AUlDnomous vehIcres, A1Id WIILbe Akey pARrm fU1IJR2 smARr
CITIes [9]. ATD\Cks on '!hese AppliCATIOnS WIIL be CA1AS1IDphIC.

The lOorchArn conSISl5 ofIDR2e key componenl5: (1) AUlDmA1ed
hArdwAR2 fAULTmjeCTIOn, (2) AUlDmA1ed geneRATIOn A1Id m1egRATIOn
of hARdwARe-bASed fAUL'F-lOreRAIlTdesIgns A1Id (3) AUlDmA1ed fAULT
AIIAIYSIS.

The AUlDmA1ed hARdWAR2 fAUITInjeCTIOn componenTIs bASed on
ChIffRe [18], A configuRAlJre hARdWARe fAULTInjeCTIOn fRAmewoRk,
WhICh AUlOmATICAILY In1egRA1eS SYn'!hesIzAbre fAULTInjeClOR> A1Id
fAULTCOn1IDIIeR> InlO A~eTdesIgn, 10 InjeCTAspecIfied fAUITlO A
~eTcomponenTATAspecIfic 1IIlle. ChrffR2 ORIgInAlLY OnLY SUPPORIS
bITflrps, WhICh do nOTsuffice fORIASeRfAULl5. We '!hus In1ROduced
1WO AddITIonALfAULTmodelS, bI'F-SeTAlId brFR2seTlO coveRAILfAULT
modelS IDATCAII OCCUR by IASeR fAULT InjeCTIon [39]. These fAULl5
CAlI be useR-defined, geneRA1ed pRObAbmsTIcAILY ORATRAIIdom. OUR
fAUITCOn1IDIIeRIS Added 10 '!he fRAmewoRk, A1Id used 10 obseRVe '!he
~eTSIgnAI, sendIng AlI ACTIVA1e SIgnAL10 AIL fAULT InjeClOR> when
'!he fiRIng condITIon IS meT FOR eXAIllpre, '!he 'IARgeTsIgnAL CAlI be
AlI AddReSS SIgnAl of AlI InS1RIJCTIon beIng execU1ed, A1Id '!he fAULT
InjeClOR> WIILbe ACTIVA1ed when '!he 'IARgeTInS1RIJCTIOn IS found.

The second componenTof OUR lOorchAm enAbres AUlDmA1ed gen
eRATIOn A1Id In1egRATIOn ofhARdwAie-bASed fAULFlOIeRAIlTdefenses.
FOR eXAIllpre, 10 In1egRA1e doubre modULAR R2dundAIIcY (DMR), IT
AUlDmATICAILY dUPIICA1eS '!he 1ARgeTdesIgn, geneRA1eS modures Re
qUIRed fORDMR WI'!h AlI AppROpRIA1e wId'!h fOR '!he 'IARgeTdesIgn,
InSeRIS AfAULTde1ecTIon pORI; A1Id conneCl5 '!he modures wI'!h '!he
modIfied deSIgn, pROVIdIng '!he new deSIgn IDATReAdILY SuppORIS
'!he 1echnrque. The new deSIgn IS Abre 10 de1eCTeRroR>, A1Id hIde 115
oUIpUTwhen eRroR> AR2 de1ec1ed.

FIllAILY, IDe '!hlId componenTpeRfORIllS AUlDmA1ed fAULT AIIALYSIS.
ITRIJilS one of '!he ATIAcks shown In TAbre 2 on '!he OUIpUlS of '!he
deSIgn 10 eVAIIJA1e '!he rmpAcTof'!he mjec1ed fAULl5. The eVAIIJATIOn
R2SUITIS IDen geneRA1ed AS AgRAph, fOReXAIllpre, showmg how mAlIY
seCR2Tkey bY1es AR2 R2veAIed, SrmIIAR 10 IDe gRAphs I=S1RA1ed IA1eR
In '!he expeRImen1ALR2SULl5 seCTIon.



FIgUR2 2b shows me neXTSlepS m me SImUIATIOn ofIASeRA'IDlCks,
AfleRob1AInrng AlesTdesIgn. There Are 1WO phAses fOR geneRATIng
phYSICAlA'IDlCks: me mleRACTIOn phAse, when An A'IDlCkeR 1RIes 10 AT
1l'\Ck ACIR:UITphYSICAIIY 10 ob= deSIR2d InformATIOn, fOReXAmpre,
fAUL1Y cIpheR1eX1S, And me eXplOI1ATIOn phASe, when me ATIAckeR
AnAlYzes me mfOrmATIOn 10 re1RIeve confidenTIAImfoRl1lATIon [24].
In LABS, when me leST desIgn ARRrVes ATme mleRACTIOn phAse, ITIS
SImUIAled WIm me poovIded les'Ibench WIm AVeRIlOg SImUIAlOR OR
emUIAled on FPGA. The les'Ibench COIIeC1S me OUlpU1S of me 'EST
desIgn reqUIred fOR me neXTphAse, And OUIpU1S ASImUIATIOn WAve
fORIn. Nex1; m me eXplOI1ATIOn phAse, WhICh IS me AnAlYSIS pARTm
FIgUR2 1 COnSISTIng of OUR SUIle of IASeRATIAck benchmARks Impre
menled m PYmon, me OUlpU1S Are fed 10 AnAlyze me vumeIWJIII1Y
of me leST desIgn. We de1AIL me fOUR benchmARks belOw.

AES Attack by Breier et al. [10] PeRfoRIned expeRImen1S m
mIs woRk show IDATAmICOO-COn1IDIIeRRUnnmg An AES AIgORI'Ihm
IS vumeRAbre 10 IASeRfAULTmjeCTIOn ATme bAck sIde of me chrp. The
ATIACk IS descRIbed belOw.

LeTK be me IASTROund key, M be me nmm ROund lempORARY CI
pheR1ex1; C be me cORR2cTcrpheR1exTAnd D be AfAUL1Y cIpheR'EXT
LASeRfAULTmjeCTIOn IS peRfoRIned 10 SkIp me XORmS1RUCTIOn used
10 compule me IASToound AddRoundKey, WhICh mAkes me fAUL1Y
cIpheR1eXTlO be me oUlpUTof me IAST ShiftRows shown m (2). The
IASToound key CAn be R21RIeved WIm one pAIR of CORR2CTAnd fAUL1Y
cIpheR1eX1S by xOR-mg mem (EquATIon (3)). Thus, AfleRgemng me
IASToound key foom (3), me ACWAlSeCreTkey CAn men be R2veAled
usmg me mveRSe key schedure AIgoRImm. FOR eXAmpre, me useR
CAn ATIAck AregISleRSlORIng me XORmS1RUCTIOn 10 SkIp memo The
benchmARk geneRAleS AgRAph showmg how mAnY IASToound key
bYles Are needed 10 be reveAled.

AES Attack by Giraud et al. [19] The AmoRS m mIs woRk
pROpose An ATIAck on AES IDATR2qUIR2S Aone-bITfAULTmSIde mleR
medlAle dA1A dURIng me s1AIITof me IASToound. The ATIAck R2qUIR2s
Around 50 fA= cIphemex1S And one CORR2cTcIphemexTlO R2VeAlme
enTIre nmm oound lempoRARY cIpheR1eXT The eXpeRImen1S m [17]
show IDATInducmg smgre-bITfAuL1S usmg IASeRfAULTmjeCTIOn m
me RecenT28nm CMOS leChnolOgY node IS STIILAChIevAbre. The
ATIACk IS descRIbed belOw.

EqUATIon (1) CAn be WRITIen AS me equATIOn belOw wheRe I IS A
bYle numbeRfoom 0 10 15.

CShijtRows(i) = SubBytes(Mi) EB KShijtRows(i) (4)

If meRe IS A one-bIT fAULT e Ill1ROduced AT me bYle numbeR j

dURIng me begmnmg of me fillAI ROund, me ReSULT of me fAUL1Y
oUlpUTfoom (4) wIILbe:

DShijtRowsU) = SubBytes(Mj EB ej) EB KShijtRowsU) (5)
NOle IDATme one-bITfAULTwIILAffecTonLY one bYle of me OUlpUT

cIpheR1eXT By compARIng me CORR2CTAnd fAUL1Y crpheR1ex1S, me
nmm ROund mleRInedIAle crpheR1exT ATme bYle Affecled CAn be
guessed usmg me fORInUIA belOw.

CShijtRowsU) EBDShijtRowsU) = SubByte(Mj )EBSubByte(Mj + ej)
(6)

C = ShiftRows(SubBytes(M)) EB K

D = ShiftRows(SubBytes(M))
K=CEBD

(1)

(2)
(3)

The refT sIde of EqUATIon (6) IS known fROm me OU1pU1S. FOR
me RIghTsIde, me ATIAckeRhAS 10 bRIJIe fORCe AIL possIbre one-bIT
fA= ej And one-bYle lempoRARY cIpheR1eXTMj' AILMj CAndIdAleS
IDATSATIsfY (6) WIIL be counled. WIm SeVeRALfAUL1Y cIpheR1eX1S, me
CORR2CTMj, IDATAIWAYS sATIsfies me equATIOn, WIILbe counled me
mos1; And mus domg 'Ihrs fOR eveRY bYle WIILR2VeAlme en1IR2 nmm
oound lempoRALcIphemex1; WhICh CAn fURIheR be used 10 reveAl me
secreTkey. FOReXAmpre, 10 ATIAck An AES AccereRAlO~ me USeRCAn
mjeCTfAUL1S mlO S1Ale R2gISleRS dIR2clIY ATme s1AIITof me IASToound.
The benchmARk geneRAleS AgRAph showmg how mAnY nmm ROund
lempORARY cIphemeXTbYles Are refTlO be reveAled.

RSA-CRT Attack by Boneh et al. [8] The RSA-CRT ATIAck,
oflen refeRR2d AS me BellCoR2 ATIAck, focuses on me Impremen1ATIOn
of me RSA publiC-keY AIgORI'Ihm bASed on me Chmese RemAIndeR
Theorem, meOR2TICAIIY showmg IDATSofrwAR2 And hAIdwAR2 eRroRS
presenTdURIng me COmpU1ATIOn of ASIgllAWR2 reAd 10 me reAkAge
of ASeCReTeXpOnenTusmg ApAIR of CORReCTAnd fAUL1Y sIgnAwres.
The AumoRS m [37] show mATme BellCore ATIAck CAn be R2AIIzed,
And SOf1WAR2 COUnleRIneASUR2S IDAThAve been pooposed 10 POOleCT
me AIgORI'Ihm CAn be bYpASSed usmg IASeRfAULTmjeCTIOn.

Sp = Cd(modp) = Cdmodp-l(modp) (7)

Sq = Cd(modq) = Cdmodq-l(modq) (8)

S = CRT(Sp,Sq) = Sq + q. ((Sp - Sq)' (q-1modp)modp) (9)

LeTd be ASeCReTsIgnmg exponenT The equATIOnS Above show
how RSA-CRT compUleS AdrgIlALSIgllAWR2 S. The fAUL1Y SIgllAWR2
CAn be AchIeved by mjecTIllg AnY fA= mlO Sp m (7) ORSq m (8), nOT
bom. Then, me dIfference be1Ween me cORR2cTsIgllAWR2 S And me
fAUL1Y SIgllAWR2 5wIILreAk one of me pRIme numbeRS by CAICUIATIllg
GCD(S - 5, N), wheRe N IS me pROduCT of me chosen 1WO pRIme
numbeRS N = P . q, WhICh IS known foom me pUbliC key. FOReXAmpre,
me USeRCAn mjecTAfAurrmlO me ALU OR skIp An mS1RUCTIOn dURIng
me COmpU1ATIOn of Sp. The benchmAItz CAICUIAleS me OUlpU1S usmg
me fORInUIAAbove, And shows Are1RIeved pRIme numbeR

Deep Learning Attack by Breier et al. [9] ThIS woRk pRO
poses A pRACTICAL ATIAck mAT mjec1S fAUL1S mlO neURAl ne1WoRks
RImnmg on All embedded SYSlem 10 skrp lARgeTmS1RUCTIOnS used
mSIde An ACTIVATIOn funCTIon, such AS ReLu, sIgmoId OR 1AI1h, 10
mAke pR2dICTIOnS of me neURAlne1WoRks mcoRR2C1; And shows me
fiRSTSwdy ofusmg IASeRfAULTmjeCTIOn 10 ATIAck AneURAlne1WoRk
SYSlem.

1
sigmoid(x) = (10)

1 + exp-x

The sIgmoId equATIOn IS shown m (10). ATIAckeRS CAll mAke me
neURALne1WoRks pR2drCTwROngLY by skrppmg me negATIOn ms1RUC
TIon m me exponenTfuncTIon of me sIgmoId funCTIon. Skrppmg
me negATIOn mS1RUCTIOn hORIzonlAIIY flIpS me gRAph of me sIgmoId
funCTIon, meAnmg IDATme oUlpUTofme lARgeTneumn wIILbe equAl
10 1 - Y, wheRe Y IS me CORReCToUlpUTVAIIJe. Ins suggesled IDAT
me lARgeTIAyeRhAs 10 be AS ClOse 10 me oUlpUTIAyeRAS possIbre
10 mCR2ASe mIscIASSIficATIOn RAle. FOReXAmpre, me useR CAn mjecT
fAUL1S mlO me mS1RUCTIOn cAche 10 SkIp me lARgeTmS1RUCTIOn. The
eXplOI1ATIOn phAse m mIs A'IDlCk becomes An AnAlYSIS phAse used 10
eVAIIJAle me ACCURACY of me neURALne1WoRk, And shows how mAnY
sAmpres Are CORR2ClIY cIASsIfied.
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Figure 3: Supported hardware-based redundancy techniques.

5 AUTOMATIC HARDWARE-BASED
REDUNDANCY INTEGRATION

LABS' hARdwAR2-bASed redundAncy ImegRATIOn 100LSUppORIS fOUR
RedundAllcy 1echnrques: doubre mod~ 1RIpre mod~ 1empo
RALAlld hybRid redundAncy. ITcompRIses ACOIIeCTIOn ofhArdwAR2
modUles AS bASIC bUIldmg bIOcks, such AS de1eClOR>, V01eR> Alld
preven1eR>, IDATCAll lhen be AU10mATICAlLY composed lOgelheRAlld
m1egRA1ed mlO AThRgeTdesIgn 10 reAlIze dweR>e hARdwAR2 redun
dAnCY 1echnrques serec1ed by lhe useR

FIR>1; Af1eRlhe ThRgeTdesIgn IS convemed 10 FIRRTL, lhe compIreR
fRAmework R2Ads lhe ThRgeTdesIgn, geneRA1eS All m1eRllALR2preSen
1ATIOn fOR IDATdesIgn, Alld R2Ads lhe configURATIOn fire fROm lhe useR
SImIlAR 10 lhe flow m SeCTIon 4. Nex1; lhe m1eRIlALRepReSen1ATIOn
IS pASsed lhROugh compIreR pASses mCIIJdmg lhIS 100L The pASses
mAde fOR lhIS 100LAU1OmATICAIIY modify lhe m1emALrepR2Sen1ATIOn
10 mAke ITsuppoRTlhe fAULTlOreRAIlT1echnrque mdICA1ed m lhe
configURATIOn fire. The pROcesses ofm1egRATIng eAch RedundAncy
1echnrque 10 AThRgeTdesIgn AR2 descRibed IA1eRm lhIS seCTIon.

ThIS work benefi15 fROm usmg FIRRTL AS descRibed m SeCTIon 4
Alld AlSO AVARIe1Y of compIreR pASses mSIde 115 hArdwAR2 compIreR
fRAmework such AS OpTImIZATIOn pASses. ITAlSO gAins fROm geneR
ATIng AfAULTlOreRAIlTdesIgn ATRTL rever, AS lhe RTL fire IS STIlL
reAdAbre, Alld lhus CAll be modIfied fURIheRmAlluAIIY, fORexAmpre,
10 ImpremenTAspecIfic de1ecTIon bASed on AgeneRiC hArdwAR2 re
dundAncy 1echnIque [22], Alld lhe fAUITlOreRAIlTS1RIJC1UR2S msemed
mlO lhe deSIgn CAll be fed lhmugh RTL SYnlheSIS 10 SATIsfY TImmg
COnS1RAIn15 [27].

Double Modular Redundancy. The doubre modUlAR Redun
dAnCY 1echnrque IS shown m FIgURe 3A LABS SUPPORIS doubre
modUlAR redundAncy ATR2gIS1eRAlld modUle reveL ATlhe regIS1eR
rever, AlL ThRgeTregIS1eR> AR2 dUPIlCA1ed, Alld eAch pAIR of lhe ThRgeT
Alld dUprrCA1ed regIS1eR> IS connec1ed 10 Ade1eClOR bUIldmg brock,
WhICh IS used 10 compARe lhem OUlpU1S. ATlhe modure rever, AlL
componen15 mSIde lhe modUle ARe duprrCA1ed, Alld AlL WIReS con
nec1ed 10 lhe OurpUTpORIS AR2 compAR2d wIlh lhemduprrCA1eS usmg
de1eClOR>. EAch de1eClORIS geneRA1ed dYnAmICAlLY wIlh lhe AppRO
pRIA1e WIdlh fOR eAch pAIR of OUlpU1S. If lheRe AR2 mORe lhAll one
de1eClOR>, lhe OurpU1S of lhe de1eClOR> WIlLbe oR-ed, Alld lhe oR-ed
OurpUTWIlLbe corrnec1ed 10 lhe de1eCTpoRI; which IS AU10mATICAlLY
Added, Alld CAll be connec1ed 10 lhe deSIgn 10 mdICA1e whelheR
lheR2 IS All eRIDRde1ec1ed oRno1; fORexAmpre, 10 reSeTOR1RIggeRAll
m1eRRIJpTSIgnAL [4]. The pR2Ven1eRCAll AlSO be Added when needed
10, fOReXAmpre, hIde lhe oUlpuToflhe oRIgmALbIOck when eRIDR>
AR2 bemg de1ec1ed 10 AVOId fAUL1Y OUlpU1S 10 be seen by ATIACkeR>.

Triple Modular Redundancy. The 1RIpre modUlAR redundAncy
1echnrque IS shown m FIgURe 3b. OUR 100L SUppORIS 1RIpre modUlAR
R2dundAncy ATregIS1eRAlld modUle reveL The AU10mATIC m1egRATIOn
melhod IS SImIlAR 10 IDATfoR doubre modUlAR RedundAncy. ITAdds
1WO duprrCA1ed bIOcks IdenTICAL 10 '!he oRIgmAL bIOck, geneRA1eS
Alld mseRIS mAjORI1Y V01eR> WIlh AppROpRIA1e WIdlh, conneC15 AIL
bIOcks 10 lhe V01eR Alld conneC15 lhe mAjoRI1Y V01eR 10 lhe OUlpUT
pORIS. RecemIY, lheRe hAS been A STIJdY AboUT1RAdeoffs be1Ween
VARIOUS mAjoRI1Y V01eR deSIgns [3]. The V01eR CAll be RedeSIgned
freeLY dependmg on lhe useRs chOICe.

Temporal Redundancy. The 1empoRALR2dundAncY 1echnrque
IS shown m FIgURe 3c. OUR 100LSuppORIS 1empoRALredundAllcY AT
lhe modUle reveL There AR2 1hR2e AddI1IonALcomponen15: InpurSlOR
Age, OurpurSlORAge Alld COn1ROIIeR The InpurSlORAge SlOres mpU1S
needed fOR reCOmpU1ATIOn. The OUlpurSlORAge SlOres lhe OUlpU1S
fmm lhe deSIgn bIOck, uses Ade1eClOR 10 compAR2 lhe OUlpU1S 10
de1eCTeRIDR>, Alld corrneC15 ITlO lhe de1eCTsIgnAI, WhICh IS AU1OmAT
ICAIIY Added. The preVen1eRCAll AlSO be used mSIde lhe OurpurReg
when ITIS needed. The useRIS R2qUIred 10 mdICA1e lhe nAme oflhe
S1AlITSIgnAI, WhICh IS ASIgnAL10 S1AlITACOmpU1ATIOn of lhe deSIgn
bIOck, Alld lhe ReAdy SIgnAL fROm lhe deSIgn bIOck, WhICh IS used
10 mdrcA1e IDATlhe COmpU1ATIOn IS done. The COn1IDIIeR uses lhese
1WO SIgnAlS 10 con1ROL lhe InpU1SlORAge Alld OUlpurSlORAge, Alld
sends lhe modIfied ReAdy sIgnALAS All oUlpU1; lhATsends ASIgnAL
10 lhe oUlpUTpoRTwhen lhe COmpU1ATIOnS ARe AlReAdy compU1ed
1WIce.

These lhree redundAncy 1echnrques AR2 oRlhogonALAlld CAll be
combmed 10 fORm hybRid redundAncy 1echnrques. FORmore mfoR
mATIon, '!he works [4] Alld [30] summARIze coun1eRmeASUreS IDAT
CAll be depIOyed 10 PR01eCTAgAInSTfAULT ATIACks.

Extensions for Data Integrity Verification. WhIre AU10mATIC
R2dundAncy geneRATIOn IS bUILTmlO OUR pROposed 100r, lheR2 IS AlSO
lhe p01en1IALlO AddAIgoRIlhm-dependenT1echnIques, rrke checksum
OR pARI1Y funCTIons, depending on lhe OpeRATIOn rrnpremen1ed. Tech
nrques rrke lhese CAll ALlOW fOR mORe effiCIenTm1egRI1Y checks AS
lhey do nOTR2qUIrelhe dUprrCATIOn of work. OURmodUIARmelhodoL
ogy does nOTR2S1RICTlhe 1Ype of veRIfiCATIOn 1echnIques IDATCAll be
Added 10 lhe AU1OmA1ed workflow. The 100LmAInLY AImS 10 SUppORI
R2dundAncy 1echnrques 10 PR01eCTAgAInsTfAULTATIACks, WhICh lhe
ATIAckeR 1RIes 10 mjeCTfAUL15 dIReC1LY 10 lhe ThRgeTdesIgn. TheRe
ARe AlSO 1echnrques 10 pR01eCTSIde chAIlneLATIAcks, WhICh lhe A'F
1AckeR1RIes 10 obseRVe ereC1RICALpmpeRTIes of lhe ThRgeTCIR::UI1; fOR
eXAmpre SABL [35] Alld WDDL [36]



80001768: xori a1,a1,2
8000176c: bne a4,a5,80001774
80001770: xori a1,a1,4
80001774: xori a1,a1,4
80001778: bnez a1,80001780
8000177c: mva6,a5
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Figure 4: The result of the AES attack by Breier et al. [10]
by injecting random faults into the instruction register on
software AES with and without countermeasures.
6 EXPERIMENTAL SETUP
ThIS 'IDOL WAS bUILTwnh AnumbeR of 'IDOIS Alld dAThSe15. FOR 1he
oveRAILfRAmewoltz, we use FIRRTL veRSIOn 1.2 Alld Chrffre fOR 1RAI1S
fORmrng 1he code, Alld YOSYS 0.9 fORVeRIlOg ID FIRRTL conveRSIOn.
The AES SOfIWAR2 [43] WAS RIm on 1he RockeTcoR2 [2], Alld 1he AES
hARdwARe ACCereRA'IDR WAS Imprememed by [34]. The neURAL ne'F
woRk WAS 1RAIned on 1he IRIS dAThSeT[16] Alld Imprememed usrng
GellAIln [42]. RSA AIgORI1hm rmpremen1A.TIon [31 ] WAS modIfied 'ID
rmpremenT1he RSA-CRT AIgORI1hm. VeRIlOg SrmUIATIOnS AR2 cARRIed
oUTwI1h Synopsys VCS-MX K-2015.09-SP2-9, Alld 1he hArdwAR2 WAS
sYn1hesIzed wI1h Synopsys DesIgn COmpIIeRVeRSIOn P-2019.03-SP5
'IARgeTIng A22nm 1echnolOgY node. AILeXpeRImen15 AR2 RIm on 1WO
14-core In1eLXeOn Gom 6132 RUnnrng AT2.6 GHz.

7 EXPERIMENTAL RESULTS
In 1he PR2VIOUS seCTIons, we hAve oUTIIned OURAU'IDmA1ed me1hod
olOgy fOR A compre1e sOID1Ion 'ID beTIeR undeRS1A.lld Alld mITIgA1e
hARdwAR2 Alld SOf1WAR2 IASeRfAULTrnjeCTIOn A'TIAcks. We begAll by
oUTIInrng AnumbeR of key benchmARks lYpICAILY 'IARge1ed by IASeR
bASed ATIAcks (SecTIon 4), Alld fOllOwed up wI1h AU'IDmATIC hArdwAR2
geneRATIOn 'ID mITIgA1e 1hese A'TIAcks (SecTIon 5). These pReVIOUS
seCTIons demOnS1RA1ed how, 1hROugh AU'IDmATIOn, oURme1hodolOgY
CAll herp 'ID ClOse 1he lOOp fROm rnjecTIon, mITIgATIOn Alld de1ecTIon
ofIASeRfAUL15.

In 1hIs seCTIon, we begrn wI1h Ade1A.Ired eXAmpre of Acommon
use CASe, showrng 1he S1ePS needed foom fAULTrnjeCTIOn 'ID mITIgATIOn
1echnrques 'ID demOnS1RA1e 1he effeCTIVeness of 1he desIgn creA1ed
by 1he me1hodolOgy. Nex1; we pROvIde de1A.Ired oUIpUTof1he resULIS
when usrng OUR me1hodolOgy on 1he key benchmARks rncwded
rn 1hIs woRk. These reSUL15 demOnS1RA1e how 1he de1ecTIon Alld
mITIgATIOn S1RA1egIes pROVIde RObuSTReSUL15, Alld CAll be used fOR
woltz rn eVAIIJATIng suSCepTIbIIIlY 'ID (Alld recoveRY foom) IASeRfAUIT
rnjeCTIon A'TIAcks. De1A.IIS rn'ID 1he RUn TIme (SOf1WARe SImUIATIOn)
oveRheAds, Alld hArdwAR2 oveRheAds of usrng 1hrs me1hodolOgy AR2
shown.

7.1 Laser Fault Injection Attacks
FIgURe 4 shows All AllALYSIS of1he OUlpU1S of1he RockeTcore RIm
nrng SOf1WAR2 AES berng A'TIAcked by 1he AES A'TIAck by BReIeReT
AL [10] wI1h Alld wI1hoUT1he rnS1RUCTIOn 1RIplICATIOn coun1eRmeA
sure, ASOf1WAR2 coun1eRmeASURe compUTIng ACRITICALrnS1RUCTIOn
1hRIce [5]. The Y-AXIS of1he gRAph shows 1he numbeRofbY1es of1he
nrn1h ROund key refT'ID be ReveAled. The 1ARgeTcompOnenTIs 1he

rnS1RUCTIOn RegIS1eRAT1he exeCUTIon s'IAge of 1he pIpeline, wheRe
RAndom bIT-flIp fAUL15 AR2 rnjec1ed rnID when 1he XORrnS1RUCTIOn IS
berng execU1ed dURIng 1he IASTAddRoundKey 'ID SkIp 1he rnS1RUCTIOn.
FOUR expeRImen15 AR2 needed 'ID reveAL1he enTIR2 IASToound seCR2T
key fOR 1he one wI1hoUT1he COUn1eRmeASURe.
8000174c: xor a1,a1,a1
80001750: xor a4,a2,a3
80001754: xor a5,a2,a3
80001758: xor a6,a2,a3
8000175c: bne a6,a4,80001764
80001760: xori a1, a1 ,1
80001764: bne a6,a5,8000176c

Listing 2: The instruction triplication countermeasure im
plemented in the software implemented AES to protect
against the AES attack by Breier et al. [10].

LISTIng 2 shows 1he ASsemblY code when 1he rnS1RUCTIOn 1RIplI
CATIOn coun1eRmeASUre IS specIficAILY deplOyed 'ID pR01eCT1he XOR
rnS1RUCTIOn rn RISC-V ASsembLY SrmIIAR ID [5]. The R2gIS1eRa6 WIIL
S'IDR2 1he cORR2cTresULTfoom 1he excwsrve-oR be1Ween AbY1e of 1he
nrn1h oound 1empORARY cIpheR1eXTAlld 1he IASTROund key s'IDRed
rnsIde a2 Alld a3 RespeCTIVeLY. Two eX1RA RegIS1eRS a4 Alld a5 ARe
used'ID compAR2 1heIRR2SUL15 wI1h eAch o1heRAlld a6 'ID CORR2CTeR
OORS. Usrng 1he SAme ATIAck 'IARgeTIng 1he rnS1RUCTIOn AT1he Address
0x80001750, ITCAIl be seen rn FIgUR2 4IDAT1here AR2 no bY1es of1he
IASTROund seCR2Tkey R2veAled due ID 1he coun1eRmeASURe hAvrng 115
AbIIIlY 'ID mASk fAUL15 SrmIIAR ID 1he hArdwAR2-bASed 1RIpre modUIAR
R2dundAIlcy 1echnrque.

FIgure 5 shows 1he AES ATIACk by GIRAUd eTAL [19] on 1he AES
ACCereRA'IDR UseR-defined fAUL15 AR2 rnjec1ed dIreCTIY rn'ID 1he regIs
1eRS SIDRIng Anrn1h oound 1empoRARY cIpheR1eXTAT1he begrnnrng of
1he IASToound. The Y-AXIS of1he gRAph shows 1he numbeRofbY1es
needed'ID be ReveAled. 47 expeRImen15 ARe needed 'ID ReveAL 1he
enTIR2 nrn1h ROund 1empoRARY crpheR1exT ThIS R2SULTAISO demon
S1RA1eS IDATA desIgn Impremen1ed rn VeRIlOg CAll be used wI1h 1he
fRAmewoRk.

17 23 29 35
Number of Expertments

Figure 5: The result of the AES attack by Giraud et al. [19] by
injecting user-defined faults into the AES accelerator. 47 ex
periments are needed to reveal the entire ninth round tem
porary ciphertext.

FIgure 6 shows 1he compARIson of1he neURALne1WoRk RImnrng
on 1he RockeTcoR2, be1Ween gROund-1RU1h, rnfeR2nce wI1hoUTfAUL15
Alld rnference wI1h fAUL15 fOR eAch lAbeL The neURALne1WoRk con
SIS15 of 1hRee lAyeRS compRIsrng fOUR rnpUTneUROns, fOUR hIdden
neUROns Alld 1hRee oU1puTneUROns. The sIgmoId funcTIon IS used
AS All ACTIVATIOn funcTIon fOR eveRY neUROn. The 1ARgeTlOCATIOn IS
1he mULTIpreXeRrnSIde 1he rnS1RUCTIOn cAche IDATfeeds rnS1RUCTIOnS
'ID 1he pIpeline. The useR-defined one-bITfAUL15 AR2 rnjec1ed 'ID 1he



Labell Label 2 Label 3

_ Ground-truth Inference without faults _ Inferencewithfaults

Table 3: Elapsed time for simulations.

Ox3ad77bb40d7a3660a8gecaf32466ef9
Ox3ad77bb40d7a3697a8gecaf32466ef9
OxOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOO
OxOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOO
Ox3ad77bb40d7a3660a8gecaf32466ef9

Correct:
Faulty:
DMR:
Temporal:
TMR:

Design #Combs #Seqs Area Power Freq
(CellS) (CellS) (flm2) (mW) (GHz)

ORIgmAL 17973 2472 10661 6.26 1.03
DMR 35973 4947 21526 12.63 1.03
TempoRAL 18843 2865 11478 7.70 1.03
TMR 53729 7416 32170 18.92 1.03
HYbRId 57228 8066 34353 20.54 1.03

TAbre 4 shows me oveRheAds of eACh suppomed hARdwAI€-bASed
R2dundAncy 1echnIque. The ~eTdesIgn fOR mIs expemmenTIS me
AES AccereRAlO~ And me ~eTlOCATIOn IS 115 enTIR2 COR2. The hYbRId
redundAncy IS done by AppLYmg me 1empoRALAnd 1R!pre modUIAR
R2dundAncy respecTIveIY.

Table 4: Overheads of supported hardware-based redun
dancy techniques. Combs and Seqs stand for combinational
and sequential standard cells respectively

Figure 7: An example of the outputs of the AES accelerator
being attacked by Giraud et al. [19] with different hardware
countermeasures deployed at module level.
m FIgUR2 7. ITCAn be seen IDATme oUIpUTwImoUTAcoun1ermeASUR2
hAS one fA= bY1e Arne 8m bY1e (shown m bord And undeRIIne 1ex'!)
due 10 Asmgre bITfAULTmjec1ed dIReC1LY mlO me RegIS1eR slORmg
me nmm ROund 1empoRARY cIphemexTIn me begmnmg of me IAST
round, WhICh reAds 10 secreTkey R21RleVAL usmg me AES ATIACk by
GIRAUd eTAL [19]. The oUIpurs of me doubre modUIARredundAncy
And 1empoRALR2dundAncy Are SIm~ WhICh AR2 AlLzeros due 10 me
pR2venlORused 10 hIde AfA= cIphemexTlO be seen by me ATIAckeR;.
N01e IDATme de1eCTsIgnAIS ofmese lWO COUn1eRmeASUR2S AI€ AISO
hIgh, mdrcATIng IDATmeR2 IS AdrffeR2nce be'IWeen me oUIpurs of me
ORIgInAL desIgn And 115 duprrcA1e. The one wIm me 1Rlpre modUIAR
R2dundAncy shows me CORR2cTcIphemexTdue 10 I1S Abm1Y 10 recTIfy
eRROR;.

7.3 End-to-End Laser Attack Evaluation
One of me mAIn con1RlbUTIons of mIs memodolOgy And benchmARk
COlleCTIon IS IDATITIS now pOSSIble 10 peRfoRm A compLe1e, fUIL
CIRCle eVAIIJATIOn of fAUL15, coveRAge And mITIgATIOn S1RA1egIes 10
AIIOW one 10 qUIcklY conveRge on ASOIIJIIon IDATprovIdes me RIghT
1RAde-offs fOR me hARdwAl€ desIgn mATneeds 10 be pro1ec1ed. OUR
100LmCIIJdes AseTof commonLy-used hARdWAre blOcks IDATCAn be
pR01ec1ed. ThAT SAId, we hAve mAde me woRk modUIAR 10 pROVIde
An eX1ensIbLe SOIIJTIon fOR omeR eRROR mjeCTIon 1Ypes, hARdWARe
desIgns And mITIgATIOn S1RA1egIes.

In mIs eXAmple, we eXAmme me mITIgATIOn of An ATlAck on An
AES AccereRAlOR [34]. MOR2 specIficAlLY, we wourd rrke 10 mITIgA1e
me Issues cAused by An AES ATIAck WhICh mjec15 Aone-bITfAULTm
me IASTROund of AES processmg [19].

To S1AR1; we fiR;TIndICA1e me RegIS1eR where we WIIL be mjecF
mg AfAULT(aes. aes_encipher_block. block_w3_reg, LISTIng 1A),
And me COn1IDlleR used 10 de1eRmme when me fAULTshourd OCCUR

:07
:09
:04
:01
:01

6:06

(m:ss)

(b) Elapsed time per step (AES Accel.)

Steps
FAULFToreRAnTImegRATIon
HARdwAl€ FAULTInjecTIon
SImUIATIOn COmpIIATIOn
BehAvIORALSImUIATIOn
FAULTAnALYSIS
SymheSIS

8:30
:27

2:26
6:09

(m:ss)Attacks
AES [10]
AES [19]
RSA-CRT [8]
NN[9]

Figure 6: The number of the correct samples of the neural
network running on the Rocket core during the deep learn
ing attack by Breier et al. [10] compared with the ground
truth and inference without faults results.
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7.2 Hardware-based redundancy defenses
An eXAmpre of me oUIpurs of me AES AccereRAlOR bemg ATIAcked
wIm drffeR2nTcoun1eRmeASUR2s deplOyed ATmodure reveL IS shown

(a) Elapsed time for behav
ioral simulation for all exper
iments.

30

40

lOCATIOn when me negATIon mSTIIDCTIon of me sIgmoId funcTIon of
AlL me neurons IS bemg senTlO me pIperrne 10 skrp me mSTIIDCTIon.
The USUAL ACCURACY of me neURALnelWoRk IS 92.67%, wheR2AS, when
ATIACked, me ACCURACY decR2ASes 10 18.0%.

TAbre 3A shows TIme dURATIOn needed fOR SImUIATIOn fOR eAch
benchmAffi: 10 geToUIpurs IDATreAd 10 AsuccessfULATIAck. The TIme
dURATIOn fOR me AES And deep reARIlmg ATIAck by BreIeR eTAL, And
AES ATIAck by GIRAUd eTAL IS me SImUIATIOn TIme needed 10 geTme
reSUL15 shown m FIgUR2 4, FIgure 6 And FIgUR2 5 respeCTIVeLY.

A PR2VIOUS work [40] proposes me sTI\.1e-of-me-ARTIAYoUFbASed
IASeRfAULTSImUIATIOn IDATmoders fA= mjec1ed by AIASeRATereC1Rl
CALrever, whIch IS ATAlOweRreveL1hAn lOgICALreVeLUSed m mrs work,
And SImUIA1eS non Affec1ed cellS wIm gA1e reveLACCURACY. Moderrmg
IASeR fAUL15 ATAlOweR reveL of Abs1RACTIOn IS An AL1eRIlATIve WAY 10
geTAmore R2AIISTIC R2SUL1; bUT'lAkes AlOT lOngeR 10 SImUIA1e. FROm
me dATI\. m [40], one IASeR shoTCAn 'lAke one 10 SIX mmU1eS 10 CAICU
IA1e mduced fAUL15. In FIgUR2 6, 7 fA= hAve 10 be mjec1ed mlO me
RockeTcoR2 RUnnmg me neURALne'IWork progRAm fOR eAch sAmpre,
meAnmg IDAT 1050 IASeR Sh015 Are ReqUIRed 10 ATlAck me CORe 10
1eSTeVeRY sAmpre. Moreove~ gA1e reveLSImUIATIOn of me core hAS
10 be compre1ed 10 ob1AIn me OUIpurs fOR me eXplOITI\.TIOn phASe,
WhICh CAn 'lAke 169 TImes lOngeR 1hAn behAvIORALSImUIATIOn [23].
The TIme dURATIOn needed 10 finIsh me enTIre SImUIATIOn mIghTnoT
be desIRAbre fOR OUR work.



(LISTIng Ib). FIllAILY, we configUR2 '!he COll1ImleR 10 wAlCh fORA 1RIg
geRsIgnAl(aes. aes_encipher_block. round_ct r _reg, LISTIng lc)
AIld InSeRTITIn10 '!he modure.

AfreRRIJilllIng '!he fAULTInjeCTIOn fRAmeworK, '!he R2SULTIng fAUL1Y
brrs CAIl be seen In '!he Ourpur(FIgUR2 7). AfreRR2peATIng '!hIs pooce
dUR2 fOR AIL of '!he neCeSSARY brrs, '!he fAULTInjeCTIOn fRAmewoRk IS
Abre 10 ReCOVeR '!he enTIRe nIn'!h ROund 1empoRARY crpheRIeXT(FIg
UR2 5).

To pReVenT'!hIS fROm OCCURRIng In Anew desIgn, we serecTAIld
In1egRA1e COUn1eRIlleASUReS needed 10 pR01eCT'!he CIRCUIT In '!hIs
eXAmpre, we choose 1RIpre modUIAR R2dundAncy (TMR) 10 prevenT
'!he fAULTATD\Cks. We updA1e '!he LABS configURATIOn (LISTIng Id) 10
IndrcA1e WhICh hARdwA& blOCk shoUld be updA1ed wI'!h R2dundAncy,
AIld R2-RUn '!he hARdWA& desIgn flow (FIgUR2 1). OUR 10OLAU1OmAT
ICAILY Ill1ROduces '!he RedundAnT hARdWARe, AIld geneRA1eS A new
desIgn. Af1eR compreTIng '!he woRkflow, we CAIl see IDAT'!he new
desIgn wI'!h TMR effeCTIVeLY mI1IgA1eS '!he AES ATD\Ck (FIgUR2 7).

The ORIgIllALAES desIgn, when sYn'!heslzed, WAS ~ 1Ok fJm2 , wI'!h
ApoweRconsumpTIon of 6.26 mW (TAbre 4). FOR'!he gIVenfR2quenCY
'lARge'!; we CAIl see '!he oveRheAds fOR '!he TMR 1echnrque WAS Ap
PROXlmA1eLY 3.02x In AReA AIld poweR GIVen '!hAT'!he behAVIORAL
SImUIATIOn fOR '!he GIRAUd 1echnrque IS jusT27 seconds (TAbre 3A),
'!hIS evAIIJATIOn 1echnrque IS fAR fAS1eR 1hAn Physical OR Electrical
1echnlques, reAdIng 10 sIgnIficAIlTSAVIngs WI'!h R2speCT1O evAIIJATIOn
of desIgns AIld undeRS1AIldIng '!he 1RAde-offs wnh ReSpeCT10 RIm

TIIlle, poweR- AIld eneRgy-effiCIenCY. WI'!h '!he LABS fRAmewoRk, '!he
TIme 'lAken 10 eVAIIJA1e whore-desIgn fAULTmI1IgATIOn 1echnrques
now becomes 1RAClAbre.

TAbre 3b shows '!he TIme needed fOR eAch S1ep In '!he flow 10
geneRA1e A1eSTORfAUL'F-1OreRAIlTdesIgn fOR AIl expeRImenTIn FIg
UR2 5, compne AIld RIm behAvIORAL SImUIATIOn, RUn AfAULT AnALYSIS
Af1eRgeTIIng ourpurs foom expeRImell1s, WhICh poovldes AgRAph In
FIgURe 5, AIld SYn'!heslze '!he AES desIgn wI'!h '!he 1RIpre modUIAR
redundAncy COUn1eRIlleASUR2 AppLYIng 10 '!he enTIre COR2.

8 RELATED WORK
In '!hIS seCTIon we descRIbe seveRALs1A1e-of-'!he-ARI'1Oors IDATenAbre
CIRCUIT desIgneRS 10 SImUIA1e IASeR fAULT InjeCTIon AIld AU1OmA1e
defensIVe In1egRATIOn dURIng desIgn s'IAges.

Laser-Induced Fault Simulation Methodology. The AmoRS
In [40] pROpose AIAyou'F-bASed IASeRfAULTSlmUIATIOn modelled AT
'!he ereC1RICALreVeL Thrs worK uses s1AI1dARd COmmeRCIAL CAD 1Oors,
AIld 'lAkes In10 AccounTIR dROP effec15. In [25] '!he AmoRS poopose
AIAyour-bASed fAULTSImUIATIOn USIng AIl HDLlSPICE CO-SImUIA1OR
The ceIIS undeR VIRIUALIASeR lIIUlllIllATIOn ARe SImUIA1ed USIng de
wred fUTh-1RAI1SIS1ORreVeLnelIIS15 In SPICE. VOL1J'Ige spIkes A& mod
erred 10 mImIC IASeReffeC15. ITSImUIA1eS '!he R2sTof'!he 'IARgeTdesIgn
USIng VeRIIOg nelIIS15. To ImpROVe SImUIATIOn peRf'oRIllAIlce, '!he worK
In [26] Ill'IROduces Amurn-reveLSImUIA1OR IDATSImUIA1eS AT'!he erec
1RICALreVeLOnIY '!he AR2A IDAns Affec1ed by '!he IASe~ whlre '!he reST
of '!he 'lARgeTSYS1em IS SImUIA1ed AT'!he gA1e reveL ModenIng IASeR
Induced fAUL15 AT'!he erec1RICALreVeLpoovldes fORR2AIISTIC R2SUL15 IDAT
A& bASed on CURR2nTSOURCe, howeveR ereC1RICAI7reVeL SImUIATIOnS
Are TIme-consumIng AIld ReqUIRe pROpRIe1ARY 100rs 10 ImpremenT
WI'!h LABS we emplOY open-soURCe 100rs 10 modeLfAUL15 geneRA1ed
by AIASeRAT'!he lOgICAL reveL IDAns oRdeRS of mAgnrwde fAS1eR

Laser Fault Model. The woRk In [29] Ill'IROduces '!he fiRSTRTL
IASeRfAUITmodeLIDATreduces fAUITspACe compAR2d 10 RAIldom murn
bITfAULTInjecTIon. ITR2nes on All ASsumpTIOn IDATfuncTIOnAlR2IATIOn
be1Ween eremen15 InsIde '!he desIgn IS nOTchAIlged '!hROugh '!he
drgI1ALdesIgn flow. The gOALof1hrs worK WAS 10 R2duce '!he AmounT
of woRk needed 10 be done dURIng RAIldom mULTI-bITfAULTInjecTIon
whlre OUR woRk AIms 10 geneRA1e specIfic ATIAcks 10 compROmIse
feAWR2s of VARIOUS sAfe1Y-cRITICALAppnCATIOns.

Physical Attack Simulation. In [14] '!he AmoRS pReSenT A
commeR:IAL100LCAIIed VIRTUALYZR@. The 100LSUppORIS bo'!h fAULT
InjeCTIon ATIAcks AIld SIde chAnneLATIAcks SImUIATIOn In VARIOUS
Abs1RACTIOn revers. FOR '!he fAULTInjeCTIOns, ITUses lOgICALreVeLfAULT
moders such AS SWCk-A'!; bI'F-fllP AIld RAIldom fAUL15 10 InjecTfAUL15
In10 A LOCATIOn IDATCAIl be AT bIT rever, vARIAbre reveL OR RAIldom.
OUR woRk beARS SImlIARITIeS 10 '!he feAWRes cIAImed by [14], how
eveR we OffeRAIl open-soUR:e fRAmeworK bASed on '!he open-soURCe
hARdWARe COnS1RUCTIOn IAIlguAge, FIRRTL, AIld 115 hARdWARe com
plreRfRAmewoRk. MOR2 ImpORIAIlTIY, OUR woRk goes beyond ATIAcks
AIld In1ROduces A100L IDATAU10mATICAILY In1egRA1eS fAULT10reRAIlT
S1RUCWR2S In10 A'IARgeTdesIgn.

Automatic Insertion ofFault Tolerance Structures. The woRk
In [27] presen15 A100LIDATAU10mATICALIY In1egRA1eS conCURR2nTeR
ROR de1ecTIon In VeRILOg RTL, suppoRTIng fOUR opTIons. They CAIl
'!hen be Applied 10 finI1e S1A1e mAchInes IndICA1ed by '!he use~ AIld A
coveRAge evAIIJATIOn IDOL 10 evAIIJA1e '!he coveRAge of '!he opTIons.
The AmoRS In [7] poopose AIl Indus1RIALfRAmewoRk IDATgeneRA1eS
sIngre-evenTupse15, AIld In1egRA1eS fAULT1OreRAIlTS1RUCWR2S In10 A
VHDL RTL desIgn. In [6], '!he AmoRS pROpose AIl ApPROACh fORA
commeR:IALASIC desIgn flow IDATIn1egRA1eS 1RIpre modUIARredun
dAnCY S1RUcwres In10 A'lARgeTdesIgn ATnelIISTreVeL OUR woRk IS
Impremen1ed AS complreRpASses bASed on All open-soUR:e hARdwAR2
complreRfRAmewoRk compRIsmg AVARIe1Y of 1RAI1SfORIllATIOn pASses
such AS OpTImIZATIOn pASses. TheRefoRe, OUR pASses CAIl be used
SeAmreSSLY wI'!h o'!heRReIA1ed woRk such AS ChlffRe. ITAISo 1RAIlS
fORIllS A'IARgeTdesIgn In '!he hARdwAR2 In1eRIlledIA1e R2preSen1ATIOn,
FIRRTL, Ins1eAd of one of '!he hARdWARe deSCRIpTIon IAIlguAges dI
R2C1LY, WhICh mAkes LABS nOTIIIllI1ed 10 OnLY one specIfic hARdwAR2
desIgn IAIlguAge ORA specIfic COmmeRCIAL100L

9 CONCLUSION
ThIS woRk pROposes AfRAIllewoRk 10 SImUIA1e IASeRfAULTInjeCTIOn
ATIAcks fROm VARIOUS AppliCATIOns. ThIS woRk AISO pROvIdes '!he
hARdWARe-bASed RedundAncy In1egRATIOn 100LIn1egRA1ed In10 '!he
FIRRTL complreR IDATAdds hARdwA&-bASed R2dundAncy 1echnrques
In10 A'IARgeTdesIgn wI'!hourmAIluALmodIficATIOns. The fRAmewoRk
AIld '!he 100L1Oge'!heRwIILAU1OmA1e '!he enTIre SeCURI1Y eVAIIJATIOn
lOOp, bo'!h ATIl\.cks AIld defenses, IDATWIILherp fACIII1A1e pre-sIIIcon
seCURI1Y eVAIIJATIOn AgAInSTIASeRfAULTInjeCTIOn. The IASeRATIAck
benchmARk SUI1e CAIl be found on '!he WebSI1e [1].
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