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ABSTRACT

Laserfaurrinjecion In InlegrARd CIRCUIS Is A poweRULInfoRmATION
1eakage ®chnique due © 15 high precision, Tming AccURACY and
RepeATAbIITY. CoUneRmeAsURes T These atiacks have been stud-
Ied exensivery. However wrth mosTcUrRrenTdesign flows, secURTY
s agamsTThese ATIacks can oniy be reanized Afer chip fabrica-
Ton. ResTarng The compie e sificon design cycle In oRleR™ Address
These vuinerabiirmes 1s Thus both Tme-consuming and costy. To
overcome These Imrmmons, Tis papeR pROposes Al Open-soURce
benchmark sure tharanows chip designers T SINUIAT 1aseR ATIACKS,
And evAUAT The secURITY of Thelr designs, both hardware-based and
sofware-based, agamnsTtiaserfaurrinjecion eary on during design
Tme. The proposed benchmark sure consiss of A oL ThATAU-
MATICAILY InTegRARs hardwaARre-based spATIAL TempoRaL and hybrid
redundancy echniques InTo A TaRgeT design. Wrth the oois Used In
This woRk, we demonsTrae how The ATIacks can be stmuiA®ed on A
Vernog simUIATOR And Run on An FPGA wrth A design equipped wrth
hardw Are-based redundancy echniques wrthouTmanuaL modifica-
Tons. This work consist of four atmcks, and fourR hardw are-based
redundancy echniques. The ariacks and defenses ogether Tharhe
benchmark sure provides wiiL AUOmMAR the enTiRe eARY design
evawAton flow AgAinsTIaseR fAurTInjecon ATrAcks.
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1 INTRODUCTION

PhysicArATacks ARe IncReAsINgIy becoming A majorthreATdUe To An
exponenTALIncRease In conneced devices in The InerneTof Things
eRra, where ATiackeRrs can Readily gain physical Access To devices.
Physicar Atiacks Are cargorized as AcTive and passive Atiacks [24].
Acmive atacks, Aso caned fAUTT ATIACKS, UTIIIZe eqUIpmMeENT T gener-
AT, forexampie, cinck girthes, elecTROmMAgneTIC OR IASeR IRRAJIATION
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© MTrRoduce AU INTO A TARgeTsYsem, which 1ead o fAUTIY sYsTem
behavior Confidenmar informanon can be reTrieved by comparing
faurty and coRrrecToUTPUB. Passive Atmacks, Aso canied side-channer,
ATIAcks, obseRve eleCTRICAL pRopeRIes of A TARgeT sYsTem suUch As
poweR consumpTon And elecTRomAgneTc emissions, and deduce
confidenTAL Informamon from These channels” vARATIOns.

Laserfaurrmjecton 1s one of The mosTpoweRULT0Is foRgenerAT
g Acmve ATiacks. This 1s due © 15 high precision, Tming AccURACY
And repeambinty [11] [29]. CrypTogRaphic aigorrthms proved T be
mAThemATICAILY secURe, sUch as AES, can 1eak secreTkeys In The pres-
ence of 1aser IRRad1ATION, Wwhich amows The ATmackeRrs To have access
T confidennarinformaton, by, for exampie, skipping an ms1RUC-
Ton oRdiRecTY InjecTng fAUTB I IneRmedia® data [10] [32] [33].
NeURAL ne™woRKs, IncReasIngry Used In safeTy-CRITICAL AppIICATIONS,
running on An embedded sysem have aAiso been shown  be vur-
nerable T 1AseR ATIAcks, IeAdIng T IncoRrecTprRedicTons when the
sysem Is being atacked [9].

Crearty, There 1s Aneed © aveRTIAseRfAUITINjecTon ATiacks. How-
eveR chip designers Typicaily have o firsTfinAnze and then fabrica®
thelr designs before They can TesTthem AgAINsTIAseR fAUTTInjecTIon
atiacks. If vumerabirmes are found during postfabricaon st
g, the chip designers mevimbry have T redo The enTre design.
These steps, from RTL design T actuaLchip fabRcation, Are noTonty
cosTy, buTaiso Time-consuming. Hence, TRadrmonAr posEfabricaTion
SeCURITY eVAIUATION OCCURS Too IAR In The design flow [25]. Chip
TsTng foR seCURITY Also Involves expensive, highty sophistcared
equipmenTfoR generaTng 1aser fAurTATIACKS, And ReqUIRes skiied
Technicians © operak, and depackage The chip © be abie T gener
A the Armacks [11]. IT1s ThUs ImpRACTICAL T evAIUATR chip sSeCURITY
AgAInsTIAseR fAUITInjecTion ATiacks oniy Afer fabricamion. A frame-
woRK ThATAIIOWS CIRCUITdesIgneRs T eVAIUAR ThelR designs e ARLY
on In The design flow Is cRrcAnY needed.

In 1this papeR we propose The LaserfaurrAmack Benchmark Sure
(LABS), an open-soURce T0OLTHATAIIOWS CIRCUITdeSIgNERs T EVAIUAR
ther design ATthe eArry RTL sage and on an FPGA agamsTphysicar
1aseRr ATiacks. LABS 1s compRsed of A 1aseR Atiacks benchmark sure
ThAT AImS TO ACCEIERAR SECURITY BSTINg AZAINSTIASeR fAUITInjecTIon
by enabing cireurTdesigners © mjecTfAUrS Using provided faurr
models © veRtfy Thelr chips, and evalUAR ThelR proecTon mech-
Anisms, both hardware-based and sofTware-based, eary on 1 Tthe
design flow. ITAims © be mdependenTof the specific hardware
descripon 1anguages Used T mmplemenTthe design, and 1s Thus
reanzed flexibry 1 Chiffre [18] based on FIRRTL [20], which 1s an
open-soURce hardwAre IneRmedIAR RepResenTaTion. Any hardware
design ranguages tharcan be converied ™ FIRRTL are compambrie



wrth LABS!. The Atcks can be Run on A VeRIIog SIMUIATOR And/oR
An FPGA wrthoutmanvuar design modificaTions.

LABS aiso consiss of an AUmmard methodology T INRERAR
fAUIT IeRANT STRUCTURes In'To The specific pART of The design ThaT
needs T be proeced, as defined by The hardware-based faurroier-
AnTTechniques. SIMIAR T TodAY’s compliers, which can AUTOMAT-
cAllY Add softwaRre-based fAUrT ©IeRANT TechniqUes T TaRgeTcode
T deTecTand Recover fRom errogs [15], LABS, reAnzed As complier
passes In The FIRRTL hardwAre complieR fRamewoRk, cAn AUOMAT-
CAIlY INEZRAT hARIw ARe-based fAUTT DIeRANTRChnIqUes InTo The cIR-
currdesign, herping cireurTdesigners evAlUAT ThelR design defense
AgAmnsTphysicAL ATiacks readity withoUTmAnUAL modificamons.

Together LABS generates physicariaser ATIacks, and AUmMARS
the depioying of hardware-based faurrmierance defenses i the
design, Thus AUmMATNg the enTRe eARY design evawanon flow
AgamnsTIAseR fAurTInjecmon Atiacks. To The besTof oURknowiedge,
TheRe exISS No PRIORIAseR fAUTT ATIACk benchmark surre.

As an musTrATION of The poenTAL Use scenarios of LABS, we
presentcase sTudies of Armcks on software-impiemented AES and
neURAL neTwoRks Running on e RockeTcore [2] implemenTed m
Chiser, an AES AcceleRATOR [34] ImpIemenTed In Veriog, and de-
fenses on The AES AcceleRATOR In The eXpeRIMeNTAL ReSUTIS SeCTION.

2 MOTIVATION

Laser faurrinjecnon ATmacks ReIY on pARASITIC CURReN'S geneRa®d
by 1aser sho [21] Tharproduce Undesired TRANSIENTVOTIAZgE, PROP-
agatng through The 1ogic which can poenTaiy mverrbrs Arthe
mpuUsB of Regisers [40]. In Tabie 1, we ouTme The characRISTICS
of The Three basic 1evels of 1aseRr fAUTTInjecTon ATIACK SIMUIATION
TechniqUes.

A 1aseratiack arthe Physical level 1s an acive faurrinjection ech-
nique ThATUses speclanzed 1aseR probes To Induce high-precision
faurs. HoweveRr A physical 1aser faurr mnjecon ATiack 1s A com-
piex And cosTy process. FIRT the chip has T be decapped, have
The passivaton 1aYeR Removed, and The shieiding needs T be cir-
cumvenrd Using Tme consuming And 1aboRInensive chemicAr or
mechanicar decapsutamons [11, 38], risking the chip ™ be damaged
1 Tthe process. To Achleve ReATISTIC ACCURACY, ITReqUIRES eXpensive
1aseR equipmenTthAaTcAan match the Technorogy of the processing
chip. White each 1aser probing onty mkes Afew mmues © perform,
this Technique 1s onty Avaliabie Afer The chip 1s fabricared. ITthere-
fore makes rrdifficurrif notinfeasibie © Upgrade the cireUITUnder
TesTWITh The necessARY coUneRmeAsURes (To Tackie The vuinerabie
pARB found) as iTwoutd have T go tThrough The cosTiy design and
fabricaTion process Tharakes months ™ compler.

Atthe Electrical level, A doubie exponenTAL CURRRNTSOURCE CAN
modelThe firsTorder of A1asershoT[26]. Wrth The cURRenT soURces
Added © The nemsB of cerrs IMumina®rd by The IAseR An eleCTRICAL-
IeveLsImUIATIon ThATTakes INTo AccounTThe effecTs of A 1aser ATmack
can be performed [41]. To ImpRove sImuUIATION peRfORMANCe, New
murI-level echniqUes propose hybrid somrmons ThATSIMUIATR In
deTarL onty specific cireurTbrocks ThaT Are affeced by The 1aser (see
Section 8). HoweveR A fASTMUTI-IeveleleCTRICAL SINMUIATION ReqUIRES
gAR-IeveLSIMUIATION ™ SIMUIAR The ResTof The design. This reduces

Yosys [44], used m our methodology, sUppoR® Veriog and SysemVernog hardware
mpuTTYpes and generaes FIRRTL.

Table 1: Laser Fault Attack Simulation Techniques.

Simulation Physical Electrical Logical (LABS)
Speed Stow Stow Fast
FaurrModer Reamsme  CurrenTSoURce User-defined
CosT High Medrum None
Avanabrrty Fabricamion Lavour Source-code
Technorogy Dependent  Independent IndependenTt
Risk of Damage Yes No No

The performance of The stmuiaTon And Increases The TTAL eSTNE
cycle of A cIRcUIT desIgn AgAINSTIASeR ATIacks. MoRe ImpoRIANTY,
eleCTRCAL-IeveLSImUIATIoN only simUIARs The effect of A1aseRrATIAck
on A specific cireurrbiock. ITcannoTprovide msighTas ™o wharthe
effecs of The atrack wiiLbe on executnng the appiicanion ThaTwe
AIM © pRoRCT CURRSNT STAR-0f-The- ART eIeCTRICAL IeVel SIMUIATIONS
ReqUIRe PROPRIETARY Tools (Le. Cadence Vors™ [13] and Cadence
Spectre XPS [12]) ™ perRform, IncReasing The cosTof sSImuIATon.
Lower-level echniques pRovide moRe REATISTIC ACCURACY IN TRRMS
of sImuIATIOn ResUTH As TheY Take In® AccounTboth The 1avoUuTof
The circurT And The pARAmMeTERs of The 1Aser (1.e. wAvelength, spoT
size, puise widih, energy, posrmon and duranon). However Logical
level fautrmodering of A 1aser faurrinjecmon Atmack atows for fast
simuiATion of seleced Iogic In ATARZER SYSTRIN ATAN €ARY sTage of
the design process ThaTTakes I AccounTThe AppIICATION We Al T
proect LABS provides 1ow-cosTand fasTsecURTY vandamon of chip
designs and hardware-based fAUTE TOIeRANTINRERATION TOOL. ATLTOOIS
proposed 1n This woRk ARe open-soUrce, whiie The flexibrrty of the
framework Altows The UseR T ImplemenTand INEgRAR ThelR own
Atack modets and couneRrRmeasUres. In addrmon, this methodorogy
1s 'echnorogy independent as 1T1s impiemented In high-leverLsource-
code, and does noTrReqUIRe pRIORfAbRIcATION of The chip orback-end
generation of The design 1aYoUTTARZeTed T A specific pRocess.

3 LASER FAULT INJECTION AND
MITIGATION METHODOLOGY
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Figure 1: Overview of LABS. The light blue boxes show the
three key parts of LABS consisting of automated hardware
fault injection, hardware-based fault tolerant integration
and analysis.



Table 2: Attacks in the benchmark suite.

Application Target Description
Skip the 1asT
AES Pocessor sound Addroundkey [10]
AES Processor InjecTone-brrfaurr
AcceleraDR  I® mpuTof the 1asTROUN [19]
RSA—CRT PROcEsSOR Injectfaurs mm one of wo
pARS of signaTUre [8]
Neurar Newwork Processor Skip. s compriation at
the acvaTion funcTons [9]

The overview of The flow of The LABS frRamework compRSIng
The benchmark sure and associared ooichain 1s shown 1 Figure 1.
The framework sUppoRB both prRocessors and AcceleRATORs, and
Thus can be Used ™ ®sTboth sofTwaRe-based and hardware-based
AppiicaTions And couneRmeasURes. Tabie 2 s the Atracks covered
m ouRbenchmark sure, AES, RSA—CRT and NeuraL Networks. AES
Is A symmeTric biock cipher smandardized by NIST [28], ThaThas
become Tthe giobarL standArd for data encrypmon. RSA—CRT 15 A
fastversion of The origInaLRSA aigorrthm, which 1s A widery used
pubiic key aigorrthm, based on The Chinese Remamder Theorem.
Deep rearing has been widery depioyed m blomeTRcs ApplicATions
such as face and voice rRecognrmon, And sAfeTY-CRITICAL AppIICATIONS
such As AUnomous vehicies, and witLbe A key pARTIn fUTURe SMART
crues [9]. Atracks on These AppiicaTons WIIL be cATAsTRophic.

The oichain consis of three key componens: (1) Aumared
hardware faurrnjecton, (2) Aummated generaion And INRgRATION
of hardware-based faurroieranTdesigns and (3) Aumated faurr
ADATYSIS.

The auomamred hardware faurrinjecon componentTis based on
Chiffre [18], A configurabie harRdware faurTInjecmon fRamework,
which AUomaTcAllY InTegrATes synthesizabie faUTTInjecTors and
fAurTconTRoTIeRs IO A TARZeTdesIgn, © InjecT A spectfied fAUTTTO A
TARgeTcomponenTATA specific Tme. Chiffre oRIgINAILY onty SUppoRs
brrflips, which do noTsuflice for1aser faurs. We tThus mroduced
T™wo Addrmonarfavrrmoders, bieseTand bIFReseT T coveR AILfAUTT
models ThAT can occUR by 1aseRr fAUrT InjecTon [39]. These faurs
cAn be user-defined, generaed probabrisTicAy or ATRandom. OUR
faurrconTroneR Is Added ™ The frRamewoRk, and Used © observe The
TARgeTSIZNAL sending An ACTIVAT SIZNALTO AL fAUITInjecToRs when
The firing condrmon 1s meT For exampie, The TaRZeTSIgNALcAn be
An Address signar of an msTRUcTon being execured, and the faurr
InjecoRrs WIILbe aAcvared when The TarRgeTInsTRUcTON Is found.

The second componenTof oUR oIchAIn enabies Auomated gen-
eramion And Inegraton of hardwAre-based fAuTF oIeRANT defenses.
For exampie, © Inegra® double modular redundancy (DMR), 1T
AUMATCAILY duplicaTes the TaRgeTdesIgn, generaTes modules Re-
quired for DMR wrth an appropria® width for the TargeTdesign,
mseRB A faurrdeecnon port and connecs The modules wrth the
modified design, providing The new design ThATReAdIlY SUpPpORIS
the echnique. The new design 1s Able T deecTeRrors, And hide 115
oUTpuTwhen eRroRs ARe deeced.

Finany, the third componenTperforms AUOmATd fAUIT ANATYSIS.
ITruns one of the atiacks shown m Tabie 2 on The oUupUs of the
design © evaAR the impacTof The mnjected fAaurs. The evaramon
ResUTTTs Then generated as A graph, forexampie, showing how many
secreTkeY byes ARe Revealed, SINIIAR T The gRaphs MUsTRAR TATRR
In The expeRIMeNTALReSULTS SECTION.
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(a) LABS’s automated hardware fault injec-
tion and hardware-based fault-tolerant inte-
gration flow.

(b) LABS’s simulation and
analysis flow.

Figure 2: The end-to-end LABS methodology.

To use LABS, The User fiRsTInsers A TargeTdesign wrth A con-
figuramon. The design can be a processor which wiiLbe rRunning
A sof TWARe AppIICATION, OR A hARdWARe AcceleRATOR The configura-
Ton ndica®s which componentwiiLbe arracked, and/or hardware-
based redundancy Technique ThaTwiLbe megra®d IO A TARgET
componenTin JSON fire formarshown 1n Listing 1. Thereaf®er the
framework generates A synthesizabie RTL ®estdesign based on the
configuramion, which can be run Using RTL simuianon oRFPGA em-
utaton. The oupUB of The TesTdesign Are Then fed T The Anarysis
component which Runs An ATmAck described In The nexTsecton.

[{"class":"chiffre.passes.FaultInjectionAnnotation”, (a)
"target":"aes.aes_encipher_block.block_w3_reg",
“id":"main",

"injector":"chiffre.inject.FaultInjector” 3},
{"class":"chiffre.passes.ScanChainAnnotation”, (b)

"target":"aes.FaultController.scan",

“ctrl":"master”,

“dir":"scan",
“id":"main" 3},
{"class":"labs.passes.FaultControllerAnnotation”, (c)
"target":"aes.aes_encipher_block.round_ctr_reg",
"data_target”:"h_a",
"max_number_of_fires": 1
“target_bits": [1] 3},
{"class”:"labs.passes.FaultTolerantTMRAnnotation”, (d)
"target":"aes.aes_encipher_block.None"}]

B

Listing 1: An example of the JSON configuration used by
the framework. It consists of four entries: (a) Component
to be attacked and its fault fault injector, (b) Fault controller
name, (¢) Configuration of fault controller, and (d) Insertion
of fault-tolerant structures to a target component.

4 LASER FAULT ATTACK BENCHMARKS

Figure 24 shows The flow of the FIRRTL hardware comprier frame-
woRk ThATIs Used In This woRk. FIRST A TARgeTdesign Implemented
m Veruog oR ChiseL1s convered T FIRRTL using Yosys [44], or
the ChiserfronTend respectivery. Noe Tharother hardware design
1anguages ThaTcan be convered © FIRRTL can aiso be used. Then,
The compIieR pAsses geneRAr fAUTTconTrRolleRrs Used T conroL fAULT
Injecors, And sers ITT The TRgeTdesign. NexT fAUITInjecToRs AR
generad, connecked ™ AL TARgeTcomponents, And conneced o
the faurrcontroners. The Verog RTL esTdesign 1s Then generared
from The modified FIRRTL fire.



Figure 2b shows The nexTsTeps In The simuiaTion of 1AseR ATIAcks,
Aferob1aming A estdesign. There Are ™wo phases for generating
physicat atracks: The IneracTion phase, when An ATIackeR TRies To AT
Tack A cireuIT physicany ™ obtamn desired Information, for exampie,
faurry cipherexs, and The expiormton phase, when The atiacker
AnAry zes The informanon © ReRieve confidenTAL InformaTion [24].
In LABS, when The TesTdesign ARRIves ATThe InTeRacTIon phase, ITIs
simuiakd wrth the provided Testbench wrth A VeRipg sSIMUIATOR OR
emuiaed on FPGA. The estbench conecs the oupus of The esT
design requIred forThe nexTphase, and oUTpUB A sIMUIATION WAVe-
form. NexT In the exprortanion phase, which 1s the AnArysis pARTIn
Figure 1 consisTing of oUR sUTR of 1aseRr ATiack benchmarks Impie-
mented i Python, the oUpUB Are fed To Anaryze The vuinerabrty
of The TesTdesign. We deta. the four benchmarks berow.

AES Attack by Breier et al. [10] Performed experimens In
This work show ThAT A micro-conTrolleR RUnning An AES arigorrthm
Is vUlnerable © 1aseRfAUITInjecon ATThe back side of The chip. The
Atmack Is described betow.

C = ShiftRows(SubBytes(M)) & K (1)
D = ShiftRows(SubBytes(M)) (2)
K=CeD 3)

LeTK be The 1asTROUNd key, M be The ninth round empoRARY cI-
pherext C be The correcTcipherRexTANd D be AfAuTlY cipherREXT
Laserfaurrinjecmon 1s perRformed T skip the XoR InsTRUcTION Used
™ compUE The 1asTrRoUNd AddRoundKey, which makes The faurty
cipherexT be The oupuTof The 1asT ShiftRows shown 1n (2). The
1asTroUnd key can be reReved wrth one pAIR of correcTAnd faurTY
cipherexB by xor-Ing Them (Equation (3)). Thus, afer geming the
1asTroUNd key from (3), the actuaL secrReTkeY can Then be revealed
using The Inverse key schedule aigorrthm. For exampie, the User
cAn ATIACK A RegIsSeR sTORINg The XoR InsTRUCTION T skip Them. The
benchmark genera®s A graph showing how many 1asTround key
bYyes are needed ™ be reveared.

AES Attack by Giraud et al. [19] The authors in this work
propose An Atiack on AES ThAaTReqUIRes A one-biTfAuTTInside IneR
mediar dam durng the sTaRTof The 1asTRoUNd. The ATck ReqUIRES
AroUnd 50 fAUTIY cIpheREXT And one coRrecTcIpheREXTD ReveALThe
enTre ninTh Round emporARY cipheRexT The experimenT In [17]
show Tharmducing smgie-brTfAurs using 1aser fAUITInjecTon In
The RecenT28nm CMOS Technorogy node 1s sTiL Achievabie. The
Atmack 1s described betow.

Equaton (1) can be wRITRn as The equaTion betow wheRe 11s A
by numberfrom 0 © 15.

CShiftRows(i) = SUbBytes(Mi) @ KShiftRows(i) 4

If there 1s A one-brT faurr e InrRoduced arthe by number j

during the beginning of the finar rRound, the Resurrof The favrry
outpuTfrom (4) WiiLbe:

DShiftRows(j) = SUbBytes(Mj ® ej) ® KShiftRows(j) 6

Noe Tharthe one-brrfaurrwir affectonry one by of The oupuT

cipheReXT By compaRring the correcT And fAUrTY cipheRexs, the

ninth round meRmediaA® cipheRexT ATThe by affected can be
guessed Using The forRmUIA betow.

CshiftRows(j) ®DshiftRows(j) = SubByte(M;)@ SubByte(M; +e;)
(6

The 1efrside of Equamon (6) 1s known from The oupUuB. For
The righTside, The atiackerhas T brRUR force AlLpossibie one-biT
faurss ej and one-byTe empoRaRY cipherexTM;. AILM; candidates
tharsamsty (6) win.be couned. Wrth severaLfAUTIY cIpheReXS, The
correcTM;, ThATAIWAYS sATsfies the equaTion, wilLbe counted the
mosT, and Thus doing this foreveRy by WIIL ReveAl The enTiRe ninTh
round emporaLcipheRexXT which can further be Used To ReveaLThe
secreTkey. Forexampie, ™o Atiack an AES AcceleRATOR The UseRcan
InjecTfAUIB INTO STAR RegIsTeRs diRecTry ATThe sTART of The 1aAsTRoUNd.
The benchmark genera®es A graph showing how many ninth round
RMPORARY clpheReXTbY s ARe 1efTTo be Revealed.

RSA-CRT Attack by Boneh et al. [8] The RSA-CRT atmack,
ofen Referred as The Beticore Atmck, focuses on the Implemenmmon
of the RSA pubic-key argorithm based on the Chinese Remainder
Theorem, theoreTicArY showing ThAaTsof wAre and hARIwARe eRRORS
presenTdURng the compuTaTion of A SIgnATURe TeAd T The teakage
of A secreTexponenTUsIng A paIR of coRRecTANd fAULTY SIgNATUReS.
The authors 1n [37] show ThaTthe Belicore ATrack can be reanzed,
And sofTware couneRrmeasURes ThaThave been proposed T proeCT
The arigorrthm can be bypassed Using 1aseRr fAUTT InjecTon.

Sp = C4(modp) = CIMoIP=Y (modp) @)
Sq = 4 (modq) = C*™°%9 ™ (modq) (8)

S = CRT(Sp.Sq) = Sq + q- (Sp — Sq) - (¢ modp)modp)  (9)

Letd be A secreTsigning exponentT The equamnons above show
how RSA-CRT compues A digrmarsignature S. The fAurty signAture
can be achieved b mjecting AnY fAUIB Ino Sy, I (7) 0RS,4 I (8), noT
both. Then, The difference between The correcTsIignatURe S And The
favry signatre § wiweak one of the prime numbers by cAlCUIATING
GCD(S — §, N), where N 15 The producTof The chosen Two prime
numbers N = p - q, which 1s known from The pubiic key. Forexampre,
the Usercan InjecTAfAurrInm the ALU oRrskip an msTRUcTion dURING
the compuTaton of Sp. The benchmark calcUIAs The oUTPUTS Using
The formuUIA Above, And shows A ReTRIeved pRime nUmbeRr

Deep Learning Attack by Breier et al. [9] This work pro-
poses A pRACTICAL ATIACK ThAT Injec® fAULB InTo neURAL neTWOoRKS
rUnning on An embedded sysem o skip TargeTInsRUcTIONS Used
mside an Acmvamon functmon, such as RelLu, sigmoid or Tanh, ©
make predicTions of the neURAL neTworks IncorrecT And shows The
firTsTudy of Using 1aseR fAUTTInjecTon T ATIACK A neURAL neTwoRk
SYsTenl.

1

sigmoid(x) = W (10)
The sigmoid equamon 1s shown m (10). ATiackers can make The
neURALneTwoRks predicTwRongIy by skipping the negamon InsTrUC-
Ton In the exponenTfuncmon of the sigmord funcmon. Skipping
the negamon msTRUcTIon horizonTany flips the graph of the sigmord
funcon, meaning thaTThe oUTpUTOf The TARZe TneURON WIILbe eqUAL
™ 1 — Y, where Y Is the coRrRecToUTpUTVAIWE. ITIs suggesTed ThAT
The TaRgeTIAYeR hAs T be As close To The OUTpUTIAYeR As possibie
™ IncRease misciassification rRae. Forexampie, The UseR cAn InjecT
faurs mm The msrUcTon cache © skip the TRgeTInsTRUcTON. The
expiorianion phase m This ATrack becomes An Anarysis phase Used o
eVAIUAR The AccURACY of The neURALneTwoRk, and shows how many
SAMpIes ARe CORReCTIY classIfied.



Original Block

Duplicated

Original Block Block 1

Preventer l—ompms Inputs

Voter |— Outputs
Inputs InputStorage Original Block

— Outputs
utputStorage
& Y Detect

Inputs
Duplicated
Detect
Block Detector etect

(a) Double Modular Redundancy

Duplicated
Block 2

(b) Triple Modular Redundancy

Start Modificd_Ready

Ready

(c) Temporal Redundancy

Figure 3: Supported hardware-based redundancy techniques.

5 AUTOMATIC HARDWARE-BASED
REDUNDANCY INTEGRATION

LABS’ hardware-based redundancy Inegration ToLSUPpORB foUR
rRedundancy echniques: doubie moduiAR TRiple modUIAR mpo-
raLand hybrid redundancy. ITcomprises A coniection of hardware
modules as basic buniding brocks, such as derecwors, vorers and
pReven®rs, ThaTcan then be AUTmMATICAILY composed Together and
mmegrakd In A TaRgeTdesign o ReallZe diverse hardware redun-
dancy rechniques seteced by The User

FIrsT AferThe TaARgeTdesign 1s conveRed © FIRRTL, The comprier
framewoRk Reads The TaRgeTdesIgn, geneRARS An INRRIAL REPResen-
Tamon forThardesign, and Reads The configuration fite frRom The User
sImiIAR T The flow In Secton 4. NexT the InNTeRnAL RepResenTATION
1s passed Through comprier passes mcwding this ool The passes
made for this oL AUOmMATCAY modifY The INERNAL RepResenTATION
™ make ITsUppoRT The fAUIT ToleRANT Technique mdicard 1 the
configuramon fite. The processes of InTegraning each redundancy
Technique ™ A TARgeTdesign Are described 1ARRIn This secTon.

This work benefis from Using FIRRTL as described 1n Section 4
And Also A VAReTY of complieR passes Inside s hARIwWARe complieR
framework such aAs opTmizamon passes. [TAlso gans fRom gener-
atng A faurr oierantT design ATRTL 1ever, as the RTL fite 1s s
Readabie, and Thus can be modified further manuvairy, for exampie,
T ImplemenTaA speclfic deTecon based on A generic hardwAre Rre-
dundancy rechnique [22], and The fAUIT TOIERANT STRUCTUReS InseRed
o the design can be fed Through RTL synthesis To sansfy Tming
CcOnsTRAING [27].

Double Modular Redundancy. The doubie moduiar redun-
dancy ®chnique 1s shown m Figure 3a. LABS suppors doubre
moduiar Redundancy ATRegiseR And module Ievel. ATthe RegISER
Ievel, AILTARZETRegISERs ARe dUpiica®d, And each pAIR of The TARgeT
And dupnicared regisers Is conneced ™ A deecor buniding biock,
which 1s Used T compare ThelR oUpUB. ATthe module Ievel, AL
componen Inside The module Are dupiica®d, And AIL wiRes con-
neced © the oUTPUTPoRB ARe compAred wrth Thelr duplicATes UsIng
deecors. Each deTecor1s generared dynamicairy wrth the Appro-
pRa® width for each paIr of oUpUE. If There AR more than one
deecmors, The oUPUB of The deecors wWiiLbe ored, and the ored
outpuTrwiIiLbe conneced ™ The deTecTport which 1s AUTOmATICATTY
Added, and can be conneced © Tthe design T mdica® whether
Theke 1s An eRrROR deeced ORNOT fOR exAMpIE, T ReseT OR TRIZZEER AN
INERRUPTSIgNAL[4]. The preven®ercan Aiso be added when needed
o, forexampie, hide The outpuTof The orginaLbinck when erRrRors
ARe being deeced T Avold fAUTIY oUTpUB To be seen by Atmackers.

Triple Modular Redundancy. The Tripie moduiar redundancy
Technique 1s shown n Figure 3b. OUR T0OLsUppoRB TRIple modUIAR
redundancy aTregiserAnd moduie Tevel The AUTOmATC INTegRATION
method 1s sImIAR © ThATfoR double moduiar Redundancy. ITadds
™wo dupircared biocks 1denTcal © The originaL biock, generatres
And INseRB MAjORITY VORRS WIth AppROpRIAT WIdTh, connecT AlL
biocks T The voeR and connecTs The maAjoRITY VORR ™ The oUPUT
porB. Recenty, There has been A study aAbouTrRAdeoffs beTween
VARIOUS MAjOR'TY VORR designs [3]. The voeR can be redesigned
freery depending on the UseR’s choice.

Temporal Redundancy. The Temporar redundancy echnique
1s shown 1n Figure 3¢c. OUR 0OLSUppoRB mpoRALRedUndAncy AT
the modute fevel. There AR Three addrmonarcomponent: InpuiSTor-
age, OupuiSorage and ConTronieR The InpUISTORAgE STORes INPUT
needed for RecompuTaTion. The OUPUISTORAge sTORes The oUTP U
from The design biock, Uses A deecTOR T compare The OUHUR T
deecTeRrrORs, And connec’s ITD The deecTsignAal which 1s AUDMAT
IcAlly Added. The preven®Rrcan Also be Used mside the OUpUReg
when 1715 needed. The User1s requiRed © IndicA® the name of the
STARTSIZNAL which Is A SIgnAL T STARTA compUTATion of The design
brock, and the rReady signar from The design biock, which 1s used
© Indica® ThaTthe compuTaTion Is done. The conTrolieR Uses These
Two sIgnals T conTroL The InpuiSrage and OUPUISTRAge, And
sends The modified Ready SIgNAL As An oUTpUT ThATsends A SIgnAL
o The oUpUTpoRTWhen the compUTATIOns ARe AlReAdY compUTRd
™WICe.

These Three redundancy Techniques Are orthogonal and can be
combined © form hybrid redundancy echniques. For more infor
maTon, The works [4] and [30] summaRZe couneRmeasURes ThAT
cAn be depioyed ™ pRo®CT AGAINSTfAUTT ATIACKS.

Extensions for Data Integrity Verification. Whiie Automatc
redundancy generation Is bulIrmm oUR proposed oL, TheRe Is AlsO
the poenTAL Add Algorrthm-dependenTechniques, ke checksum
ORPARITY funcmons, depending on The operamon impiemened. Tech-
niqUes 1ike These can amow for more efficienTInegrrry checks as
they do noTreqUIRe The dupiicaTion of work. OURmodurarmethodor-
ogY does noTresTRcTThe Type of verificaton Techniques ThATcAn be
Added © The aAUmaed workflow. The ™oLmMAINIY Alms T SUPPORT
redundancy Techniques T proTecTagAmsTfAUIT ATIACKS, which the
ATIAckeR TRIes T InjecTfAULS diRecTy T The TaRgeTdesign. There
ARe Also chniques T proecTside channer atiacks, which the aAr
TackeR TRies T obseRve elecTRICAL pRopeRIes of The TARge TCIRCUIT foR
example SABL [35] and WDDL [36]
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Figure 4: The result of the AES attack by Breier et al. [10]
by injecting random faults into the instruction register on
software AES with and without countermeasures.

6 EXPERIMENTAL SETUP

This worLwas buirrwrth A number of ™ois and datases. For the
oveRAILfRamewoRk, we Use FIRRTL vemston 1.2 and Chiffre for TrRANS-
forming the code, and Yosys 0.9 for Veriiog 1 FIRRTL conversion.
The AES software [43] was run on The RockeTcore [2], and The AES
hardware AcceleRATOR was ImpIemenTed by [34]. The neuraL ner
woRk was TrRalned on the IRIS damseT[16] and implemented using
Genann [42]. RSA aigorthm 1mpiementanon [31] was modified ™
mpiemenTthe RSA-CRT argorrthm. VeRiog simurAmons ARe cARRed
outwrth Synopsys VCS-MX K-2015.09-SP2-9, and The hardware was
synthesized with Synopsys Design CompIier version P-2019.03-SP5
TARgeTINg A 22nm Technoiogy node. AlLexpeRmenTs ARe RUN on TWO
14-core Iner.Xeon Goid 6132 running AT2.6 GHz.

7 EXPERIMENTAL RESULTS

In The previous secTions, we have outined oUR AUmATRd method-
ology for A comple® soIUTon © beTer UndersTand and mruigar
hardware and sofTware 1aser fAUITInjecTion ATiacks. We began by
oumning A number of key benchmarks TypicAny Targeed by 1aser-
based armcks (Secmon 4), and fomowed up wrth Auomatc hardw Are
generamon ™ mrugae tese ATiacks (Secton 5). These previous
sectons demonsTraed how, hrough AUTOmATON, 0UR methodotogy
cAn heip © ciose the 100p frRom Injecton, mrugamon and dercmon
of 1aseR fAUTE.

In this secmon, we begin wrth A detanied exampie of A common
Use case, showing The seps needed from fAUITINjecTIon T MImgATon
Tchniques © demonsTrae The effeciveness of the design creared
by the methodotogy. NexT we provide deanied outpuTof The ResUTS
when using oUrR methodorogy on The key benchmarks memwded
m This work. These ResULB demonsTra® how The deecmon and
MITgATION STRARZIes pRovide RobUSTResULS, And can be used for
WORK In eVAIUATING sUscepTbINTY T (and RecoveRry fRom) 1aseR fAUTT
mjecton ATIAcks. DeTans Ino The Run Tme (sof TwARe SImuIATIOn)
overheads, and hardware overheads of Using This methodorogy Are
shown.

7.1 Laser Fault Injection Attacks

Figure 4 shows an anarysis of The outpUB of The RockeTcore rRUn-
ning software AES being armcked by the AES artmck by BretereT
AL [10] wrth and wrthoUTthe InsTRUCTION TRIPIICATION COUNRRMEA-
SURe, A SOTWARe COUN'ERMEASURe COMPUTNE A CRITICALINSTRUCTION
thrice [5]. The y-ax1s of the graph shows The numberof byTs of The
ninth round key 1efT be rRevealed. The TrgeTcomponenTis the

InsTRUCTION RegISR AT The execUTon sTage of The pIpelne, where
random breflip fAUTE Are Injeced Ino when The XoRInsTRUCTION IS
being execured durng The 1asT AddRoundKey T skip The msTrRucTON.
Four expermens Are needed T ReveALThe enTike 1ASTROUNd secReT
key for the one wrthouTThe coUnTeRmeAsURe.

8000174c: xor al,al,al
80001750: xor a4,a2,a3
80001754: xor ab5,a2,a3
80001758: xor a6,a2,a3
8000175c: bne a6,a4,80001764
8000176@: xori al,al, 1
80001764: bne a6,a5,8000176¢C

800@1768: xori al,al,2
8000176c: bne a4,a5,80001774
800@1772: xori al,al,4
800@1774: xori al,al,4
80001778: bnez al,30001780
8000177c: mv a6 ,ab

Listing 2: The instruction triplication countermeasure im-
plemented in the software implemented AES to protect
against the AES attack by Breier et al. [10].

Listng 2 shows the assembiy code when The mnsTRUcTION TRIpII-
CATION coUNERMeAsURe I8 specificany deproyed © proecTThe XOR
msTrucTon In RISC-V assembry simiiAR © [5]. The regiser a6 wiiL
sToRe The coRrecTResULTRom The excIUsIve-oR beTween A by of The
ninth round TemporARY cipherexTAnd The 1asTRoUnd key sTored
mside a2 and a3 RespecTvely. TwWo eXTRA RegISTRs a4 and a5 Are
Used To compaARe ThelR ResUTB WIth each oTheRr And a6 T coRReCTeR
rogs. Using The same Atiack TargeTing the msrucTon ATThe address
0x80001750, rrcan be seen I Figure 4 ThATheRe AR no byes of the
1asTRoUNd secreTkeY Revealed due o the couneRmeasURe having 15
AbIIITY ™ mask fAULS simIAR T The harRIw ARe-based TRipie modurar
redundancy echnique.

Figure 5 shows the AES Atmack by Giraud eTaL [19] on the AES
AcceleRATOR UseRr-defined fAUrs Are Injected direcTry InTo The Regls-
'R SORNE Anin'th round emporARY cipheRexTATThe beginning of
The 1asTRoUNd. The Y-ax1s of The graph shows the number of byTes
needed © be revealed. 47 expeRimens ARe needed T Reveal the
enTre ninth round mpoRaRY cipherexT This resurraiso demon-
sTRATes ThATA design Impiemented I Veriiog can be Used wrth the
frRamewoRk.

9th Round Clphertext Bytes
5 K 8 &

N & o @

o

5 11 35 41 47

17 23 29
Number of Experiments

Figure 5: The result of the AES attack by Giraud et al. [ 19] by
injecting user-defined faults into the AES accelerator. 47 ex-
periments are needed to reveal the entire ninth round tem-
porary ciphertext.

Figure 6 shows the comparison of The neuraLneTwork RUnning
on The RockeTcore, beween ground-Truth, Inference wrthoUTfAULS
and mference wrth faurs for each 1abel. The neuraLneTwork con-
sisTs of Three 1aYeRs compRrising foUR InpUTneURrons, four hidden
neuvrons and three oupuTnevrons. The sigmord funcmon 1s used
As An acTivaTion functon forevery neuron. The TargeTIocATION IS
the mutnpiexer Inside The msrUcTon cache tharfeeds msTrRUCTIONS
 The pipeline. The User-defined one-brTfAurs Are Injeced © the
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Figure 6: The number of the correct samples of the neural
network running on the Rocket core during the deep learn-
ing attack by Breier et al. [10] compared with the ground-
truth and inference without faults results.

(a) Elapsed time for behav-
ioral simulation for all exper-

iments. (b) Elapsed time per step (AES Accel.)
Attacks (m:ss) Steps (m:ss)
AES [10] 8:30 FaurrToreranTInegrATION :07
AES [19] 2 Hardware FaurrInjecmon :09
RSA-CRT [8] 2:26 Simuianion CompIiaTon :04
NN [9] 6:09 Behaviorar Stmuiaton :01
Faurr Anarysis :01
Synthesis 6:06

Table 3: Elapsed time for simulations.

Iocanion when Tthe negamon msTrucTon of the sigmoid funcmon of
AlL'The neURrons Is being senTTo the pipenne T skip the msRUcTON.
The UsUAL AccURAcY of The neURALneTwoRk Is 92.67%, whereas, when
Atacked, The AccURrAcY decRreases To 18.0%.

Tabie 3a shows Tme duramon needed for stmuiaTion for each
benchmark ™ geTouTpus ThATIeAd T A sUccessfUL ATIAck. The me
duration forthe AES and deep 1earning Atiack by BrelereTar, and
AES armack by Giraud eTAL 1s The simuiaTon Tme needed  geTthe
ResULs shown 1n Figure 4, Figure 6 and Figure 5 RespecTivery.

A previoUs work [40] proposes The sTaR-of-The-ARTTAYOUTEbased
1aserfaurrsimuramon tharmoders fAUTES Injeced by A1aseRATeleCTR-
cALIevel, which 1s ATAToweRIevel Than TogicALlevelLUsed In This Work,
And simuiAes non Affected cellis with gAT Ievel AccURACY. Modemng
IaseR fAULS AT A IoweRIeveLof AbSTRACTION IS AN ATRRNATIVE WAY TO
geT AMORe RRAIISTIC ReSUIL buTTakes A 10TTongeR ™ sImuUiAR. From
The daTa In [40], one 1aseR shoTcAn Take one To SIX MINURS T CAICU-
1ae Induced faurs. In Figure 6, 7 faurs have © be mjeced no The
RockeTcore running the neURAL neTwoRK program for each sampie,
meaning ThAT 1050 1aseR sho ARe ReqUIRed To ATIACK The coRe T
T'sTeveRY sample. MoreoveR gat 1evel simuianon of the core has
T be compieed T obTan the oUUS for The expiormmon phase,
which can Take 169 Tmes 1onger than behaviorarsimuiamon [23].
The mme duramnon needed 1 finish the enTire simuilATon mighTnoT
be desirabie for 0UR WoORK.

7.2 Hardware-based redundancy defenses

An example of The oupUB of The AES AcceleRADOR being aTiacked
wrth differenTcounermeasURes depioyed armodule 1eveLls shown

Correct: 0x3ad77bb4d0d723660a89%ecatl32466et9
Faulty: 0x3ad77bb40d7a3697a8%cat32466e£9
DMR : 0x0000000000000000000000000000000
Temporal: 0x0000000000000000000000000000000
TMR : 0x3ad77bb40d72a3660a8%ecaf32466ef9

Figure 7: An example of the outputs of the AES accelerator
being attacked by Giraud et al. [ 19] with different hardware
countermeasures deployed at module level.

m Figure 7. ITcan be seen Tharthe oUpUTWIThoUTA cOUNRRNEASURE
has one faurty by arthe 81h by (shown i boid and undeRrine exT)
due © a single brrfaurrinjected direcTy In® The RegISTER STORING
The ninth rRoUnd TempoRARY cIpheRexTIn the beginning of the 1asT
round, which 1eads ™ secreTkey reRievAL Using The AES armack by
Griraud eTAL [19]. The oupus of the doubie moduiar redundancy
And emporaL RedundAncY ARe sIMIIAR which Are AlLZeros due o The
prevenTorUsed To hide Afaurty cipherexT be seen by The aTiackers.
NoT Tharthe deTecTsignats of These Two coUNTERmMeASURES ARe AISO
high, mdicanng thatthere 1s A difference beween The oUTpUT of The
originAL design and 115 dupicae. The one wrth the Ripie modurar
redundancy shows The correcTcIpheREXTdUe To I8 ADIITTY To RecTIfY
€RRORS.

Table 4: Overheads of supported hardware-based redun-
dancy techniques. Combs and Seqs stand for combinational
and sequential standard cells respectively

Design #Combs #Seqs Area Power Freq
(Cens)  (Cems) (um*) (mW) (GHz)
ORigInAL 17973 2472 10661 6.26 1.03
DMR 35973 4947 21526  12.63 1.03
TemporaL 18843 2865 11478 7.70 1.03
TMR 55729 7416 32170  18.92 1.03
Hybrid 57228 8066 34353  20.54 1.03

Tabte 4 shows The overheads of each suppored hardware-based
redundancy echnique. The TreeTdesign for this expeRimenTis The
AES AcceleraoR And the TARgeTIocATION Is I's enTike core. The hybrd
redundancy 1s done by Appiving the mporAL and TRIple modUIAR
redundancy respecTvery.

7.3 End-to-End Laser Attack Evaluation

One of The main conmributons of this methodotogy and benchmark
conecTon Is ThATITIS now possibie ™ perforRm A compler, full-
cIrcle evaATion of fAUTS, coverage and mIugaTion sTRARgIes T
ATIOW one T qUICKIY converge on A soivmon ThAT provides the Rght
TrAde-offs for The hardware design thaTneeds © be proeced. OUr
ToLIncudes A seTof commonty-Used hardware brocks ThaTcan be
proeced. Tharsaid, we have made the work moduiar o provide
An exTensible sommon for otheR eRROR InjecTon TYpes, hArRdware
designs and mrugamon sTRARgIeES.

In this exampie, we examine the mrugatnon of an Atmck on an
AES AccelerATOR [34]. Mok specificany, we would 1ike T mImgae
The 1ssUes caUsed by an AES armck which mjecs A one-brrfavrrin
The 1asTRoUNd of AES processing [19].

To sTarT we firsTIndicA The RegIsSTeR WheRe We WIIL be Injeck
Ing Afaurr(aes.aes_encipher_block.block_w3_reg, Lisng 14),
and The conTroner Used ™ deermine when The faurrshouid occur



(Listng 1b). Finamy, we configure The conTromieR T wATch foR A TRIg-
geRsIgnaL(aes. aes_encipher_block. round_ctr_reg, Lisng 1c)
And IseRTITINT The module.

Afrer running The faurrinjecton frRAmewoRrk, the Resuring fAuTIY
brs can be seen 1 The oUpUT(FigUre 7). AfeR RepeaTng This pRoce-
dure for AL of The necessAry brs, The faurrinjecon fRAMewoRk 1s
Able T RecoveRThe enTire ninth rRound mpoRaRY cipheRexT(FIg-
URe 5).

To prevenThis fRom occURRING In A new design, we selecTAnd
INRgRATR coUnRRMeAsURes needed ™ prRoecTThe cIReUIT In This
exampie, we choose Triple moduiAr Redundancy (TMR)  prevenT
The faurr atiacks. We upda®e the LABS configuramion (Listng 1d) o
Indica® which hardw Are biock shourd be updared wrth redundancy,
And re-rUn The hardware design flow (Figure 1). OUR TOOL AUTDMAT
Icany InTRoduces The RedundanTharRdware, and generaes A new
design. Afer comprenng the workflow, we can see ThaThe new
design wrth TMR effectivery mrugames the AES aAtrack (Figure 7).

The originaL AES design, when synthesized, was ~10k ymz, wrth
ApoweRconsumpTon of 6.26 mW (Tabie 4). ForThe given frRequency
TargeT We can see The overheads for The TMR echnique was ap-
PROXIMARIY 3.02X In AReA And poweR Given Tharthe behavioraL
simuianon forThe Giraud Technique 1s jusT27 seconds (Tabie 34),
this evawamon echnique 1s fAR faser than Physical or Electrical
Techniques, leading o significAnTsAvIngs wIth RespecTTo eVAIUATION
of designs and undersTanding the TRade-offs wrth RespecT™ RUN
Tme, power- and energy-effictency. Wrih the LABS frRamework, The
Tme Taken © evAlUAT whole-design faurrmruganon echniques
now becomes TrRacTAbIe.

Tabie 3b shows The Tme needed for each s®p m the flow ©
generAR A TesTOR fAUTFIeRANTdesign for An expeRimenTIn Fig-
URe 5, complie And Run behAvIoRAL simuiATIOn, RUN A fAUIT AnATY SIS
AfeR geTng oUTpUB fRom experimens, which provides A graph In
Figure 5, and synthesize The AES design wrth the TRipie moduiar
redundancy coUneRmeAsURe AppIYINg T The enTRe CORe.

8 RELATED WORK

In thrs secion we descRibe severaL sTaRe-of-The-ARI o ols ThATenabre
CIRCUIT desIgneRrs T SIMUIAR IAseR fAUIT InjecTion And AUTOMAR
defensive megramon durRing design sTages.

Laser-Induced Fault Simulation Methodology. The authors
In [40] propose AlaYoUEbased 1aseRr fAurTsimuiaton modened AT
The elecTRIcALIevel This work Uses sTandard commereIAL CAD Dors,
And 1akes InTo AccounTIR drop effecs. In [25] The authors propose
AIavoUFbased faurrsimuianon using an HDL/SPICE co-simuiamoR
The cens UndeR VIRIUALIASeR IIUMINATION ARe sImUIATd Using de-
Taned fUl-TRANSISTOR IeveLneTss In SPICE. Voriage spikes are mod-
ened © mimic 1aseReffecs. ITsimuiA®s The ResTof The TARgeTdesign
Using Vermog neTis . To Improve simuiATion peRformance, The work
m [26] InTRodUces A MUTI-IeveL SIMUIATOR ThATSIMUIATS ATThe elec-
TRIcALIeveL only The AReA ThaTis aAffeced by The 1aseR white The ResT
of The TARgeTsYsTem Is simUIAld ATThe gAT Tevel Modelng 1aserR
mduced fAULB ATThe elecTRICALIeveLpRovIdes foRREATISTIC ReSULR ThAT
ARe based on cURReNTSOURce, howeveR eleCTRICAL-Ie Vel SIMUIATIONS
ARe Tme-consuming And ReqUIRe pROPRIETARY TOOIS T Implement
Wrth LABS we empioY open-soURce oois T modeLfAUTS generard
by A1aser ATThe TogicALIeveL ThATIs ordeRrs of magnriude faser

Laser Fault Model. The work 1 [29] mnTrRoduces The fiRsTRTL
1aserfaurrmoderthaTtreduces faurrspace compared ™ Random muTII-
brrfaurrinjection. ITRelles on An AssumpTion ThATfUNcTIONALREIATION
between elemens Inside the design 1s noT changed through the
drgrrardesign flow. The goarof This work was T reduce The amounT
of work needed T be done during random murn-brrfAurrinjecmon
while oUR woRK Alms T generAR specific ATIAcks To compRomiIse
feATUres of VARIOUS sAfeTY-CRIICAL AppIICATIONS.

Physical Attack Simulation. In [14] The Authors presenT A
commeReIAL oL cAlled VIRTUALYZR® . The TooLsuppoRs both faurr
mjecton ATiacks And side channel aTmacks stmuIATION In VARIOUS
AbsTracTION Tevels. For the fAurTInjecTons, ITUses 10gIcALIeveLfAUIT
moderts such as sTuck-at, breflip and rRandom faUTEs T InjecTfAUTS
INH AlocaTon ThAT can be ATbITIevel, vARIAbIe Ievel oR Random.
OURwWORK beArs similARITIes T The feaTures ciaimed by [14], how-
everwe offer an open-source frRamewoRrk based on the open-soUrce
hardware consTrUcTOn 1anguage, FIRRTL, and 115 hardware com-
plierR fRamewoRrk. MoRe IMpoORIANTIY, OURWORK goes beyond arracks
and mrRodUces A TOOLThATAUTOMATICAITY INTRgRATeS fAUTT TOIERANT
STRUCTUReS INTO A TARgeT design.

Automatic Insertion of Fault Tolerance Structures. The work
n [27] pResenB A ©OLTHAT AUTOMATICAILY INTRERARS CONCURRENTER
roRr deection In Veriiog RTL, supporung four optmons. They can
then be Appied D finre sta® machmes indicatred by The User and A
COVeRAge eVAIUATION TOOL'T™ eVAIUAR The coveRage of Tthe opTons.
The authors n [7] propose an IndUSTRIALfRAmewoRKk ThAT generaes
single-evenTuUpseTs, And INEgRARS fAUIT ©IeRANTSTRUCTURES INTO A
VHDL RTL design. In [6], The authors propose an approach fora
commeRcIALASIC design flow ThATINTegRATes TRpIe modUIAR RedUn-
dancy sTRUCTURes InTo A TARZeTdesIgn ATneTIsTIevel. OUR WoRK Is
mmplemened As compIieR passes based on an open-soUrce hardware
compIieR fRAMewoRk compRsIng A VARIETY of TRANSfORMATION pAsses
such As opmmizamon passes. Therefore, oUR passes can be Used
seamIessIy with otheR RelaTed work such as Chiffre. ITAIs0 TRANS-
forms A TrgeTdesign In The hARdwARe InNTeRmedIAR RepResenTATION,
FIRRTL, msmad of one of the hardware descripmon 1anguages di-
recry, which makes LABS notimred ™ onry one specific hardware
design 1anguAge oR A specIfic COMMERCIAL TOOL

9 CONCLUSION

This work proposes A fRamewoRK T SIMUIAR IAseR fAUITINjecTon
ariacks from various appiicamons. This work aiso provides the
hardware-based redundancy megration oL Inegrakd o the
FIRRTL comprier Tharadds hardw are-based redundancy Techniques
o A TaRgeTdesign wrthouTmanvar modificatons. The framework
and the oL TogeTheR WIIL AUDMAT The enTRe SECURITY eVAIUATON
100p, both atracks and defenses, TharwiLheip factirmae pre-siicon
SeCURITY eVAIUATION AgAInsTIAseR fAurTInjecmon. The 1aser arrack
benchmark sur®e can be found on the webstR [1].
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